E TMSWeb Technical Document
TMS Revision 6.1 sp2

WEE
TABLE OF CONTENTS

INSTALLATION — DATABASE SCRIPT ERRORS DURING INSTALLATION
INSTALLATION — RUN ERROR 91

DEFINITIONS - ACCOUNTS

SQL SCRIPT UPDATE

UPDATING DLLS

STOPPING & STARTING COMPONENTS

REGISTERING OBJECTS

UNREGISTERING & REGISTERING DLL'S

DISPLAYING WRONG DOCUMENT

POPULATE E-MAIL USING THE USER TABLE

MISSING DBGRID32.0CX

LAUNCHING APPLICATIONS OUTSIDE THE BROWSER

CHANGING THE PRINTER DRIVERS

CHANGING STATUS TO AUTHOR

INVALID TMS USER

MISCELLANEQOUS

TO DETACH THE DATABASE

RESTORING DATABASES

COMPLETE REMOVAL OF TMSWEB VIA PROGRAM/ACCESSORIES
PRINTER SETUP FOR PDF CONVERSION

MINIMUM MARGIN SETTINGS FOR APPLE COLOR LW 12/660 PS PRINTER DRIVER
UPDATING OR RESTARTING THE TMS FILE CONVERTER
MANUALLY INSTALLING THE TMS FILE CONVERTER

RUNNING THE TMS FILE CONVERTER MANUALLY

ADDING SECURITY TO PDFS CREATED BY THE ADOBE DISTILLER
ADDING A WATERMARK TO PDFS CREATED BY ADOBE DISTILLER
TURNING OFF POP-UP FOR ADOBE

CHANGING PUBLISHING FROM ADOBE TO NATIVE FORMAT

PDF VISUAL SIGNATURE

QSI Confidential Page 1 of 98

O O O O OO 01 o1 O

N DN N RNNNNNRRRRRRRRRPR R R
O o U A DNBNDNWNOOOGOGOGO O a>xNDDDNDNDINDDNO



E TMSWeb Technical Document
TMS Revision 6.1 sp2

WEE
TABLE OF CONTENTS

MISSING SIGNATURE PAGE DATA WITH ACROBAT V7 AND NEWER
PDF CONVERSION PROBLEMS

EXCEL DOCUMENTS — NOT CONVERTING

REPORTS - UNABLE TO RUN REPORTS

CONTENT SEARCHING (WINDOWS 2000 FORWARD)

SETTING DEFAULT FOR WEB SERVER

INCORRECT JAVA ERROR MESSAGE WHEN DOWNLOADING DOCUMENTS
YOU ARE NOT AUTHORIZED TO VIEW THIS PAGE.

TMSWEB DIRECTORY SECURITY

PERSIT PLUGS-IN SECURITY SETTINGS

FAILED TO DOWNLOAD PAGE MESSAGE

CONNECTION FAILED. CONNECTION RESET BY PEER. SOCKET WRITE ERROR
MESSAGE

TIMEOUT ERRORS ON ASP PAGES FOR LARGE FILE UPLOAD AND DATA
POPULATION

TRANSFER COMPLETED SUCCESSFULLY, BUT WAS UNABLE TO CONNECT TO A
FINAL PAGE

CHECK-IN DOES NOT RETURN TO DOCUMENT ADD OR EDIT PAGE

TESTING ASP UPLOAD FINAL PAGE ERRORS

SECURITY SETTING FOR SQL MUST BE SQL AND WINDOWS AUTHENTICATION.
PASSWORD NOT ACCEPTED ON SIGNATURE SIGNOFF SCREEN.

USERS NOT PERMITTED TO LOG ON TO TMSWEB WHEN TMSWEB SERVER IS
DOMAIN CONTROLLER

PROBLEMS WITH EXCEL DOCUMENTS CONVERTING TO PDF

TURNING ON SQL TRIGGERS (AUDITING) FOR TMSWEB

TURNING OFF SQL TRIGGERS (AUDITING) FOR TMSWEB

AUDIT VIEWER

PROBLEMS WITH VIEWING OFFICE DOCUMENTS, TIF FILES OR ON-LINE HELP
UNABLE TO VIEW DOCUMENTS - BLANK PAGE OR 404 ERROR

EDITING POWERPOINT DOCUMENTS

FILECONVERTER HANGS

QSI Confidential Page 2 of 98

27
28
28
30
31
34
35
35
36
36
36

37

37

38
43
44
44
46

50
52
53
54
55
58
60
60
60



E TMSWeb Technical Document
TMS Revision 6.1 sp2

WEE
TABLE OF CONTENTS

USERS ARE PROMPTED FOR LOGON CREDENTIALS WHEN RUNNING REPORTS #27 &

35

MANUAL SETTING FOR .NET REPORTS

CREATING FULL NAME USING SQL SCRIPTS

SCHEDULING AUTOMATIC PROGRAMS FOR OVERDUE ACTIVITIES

CHECK OUT/IN FAILS WITH WINDOWS XP

EDIT BUTTON - LINK TO CHECKED OUT FILE (LOCAL FILE) DOES NOT WORK
EDIT BUTTON DOES NOT OPEN FILE WITH WINDOWS XP SP2 OR VISTA
MULTIPLE TMSWEB SITES ON SAME WEB SERVER

USING INTERNATIONAL DATES IN TMSWEB

CONNECTING TO DOCUMENTS WITHIN OTHER APPLICATIONS

61
61
65
65
70
74
76
78
80
81

JRE HANGS CHECKING IN A LARGE DOCUMENT (> 30MB) WHEN USE_SOCKETS=NO

WHEN USING SUN’S JAVA VIRTUAL MACHINE

82

USING AN UNDERSCORE (OR SPECIAL OTHER CHARACTERS) IN WEB SERVER NAME

82

TURNING OFF THE ‘SAVE THIS PASSWORD IN YOUR PASSWORD LIST' CHECKBOX IN

WINDOWS XP

CHANGING EXTENSIONS OF FILES AFTER PUBLISHING.

ERROR MESSAGE IN MOVE TO CURRENT OR TRAINING NOTIFICATION.
INSTALLING WINDOWS 2003 SERVER

INSTALLING TMSWEB ON WINDOWS 2003 SERVER WITHOUT SP1
INSTALLING TMSWEB ON WINDOWS 2003 SERVER WITH SP1
POSSIBLE SECURITY SETTINGS FOR WINDOWS SERVER 2003
CRAXDRT.DLL ERROR WHEN EXPORTING A REPORT

LANDSCAPE REPORT VIEWED AS PORTRAIT

ACCESS DENIED ERROR WHEN TRYING TO CONNECT TO .NET ASPX PAGE
(TRAINING NOTIFICATION)

ACCESS DENIED TO 'C:\INETPUB' OR OTHER DIRECTORY. FAILED TO START
MONITORING FILE CHANGES.

CHECK IN/CHECK OUT OF DOCUMENT DISPLAY EVALUATION SOFTWARE
CHANGING THE DEFAULT GRAPHIC

QSI Confidential Page 3 of 98

83
83
84
85
85
85
86
87
87

87

88
90
91



TMSWeb Technical Document
TMS Revision 6.1 sp2

WEE
TABLE OF CONTENTS

DUPLICATE DOCUMENTS LISTED WHEN CONTENT SEARCHING AND USING PDF

CONVERSION 91
MINIMIZING THE TRAINING & DOCUMENT MANAGEMENT LOGO AT TOP OF TMSWEB
PAGES 92
INTERNET EXPLORER STATUS BAR NOT DISPLAYING 92
INTERNET EXPLORER OPENS BUT DOCUMENT DOES NOT WHEN EDITING A
CHECKED OUT DOCUMENT. 92
VIEW ALL QUESTIONS - TIMEOUT ERROR 93
CREATING HYPERLINKS WITH-IN A PDF DOCUMENT 94

BROWSE BUTTON ON DOCUMENT ADD DOES NOT FILL IN FILE NAME TEXT BOX 95
CHECKING OUT A DOCUMENT A SECOND TIME CAUSES CHANGES TO BE LOST 95

CONTENT SEARCH RETURNS SQL WHERE CLAUSE ERROR 95
ERROR OPENING EXPORTED REPORT 96
OPEN DOCUMENTS IN SEPARATE WINDOW (NOT INSIDE BROWSERYS) 96
OPENING PPT FILES NOT IN SLIDESHOW MODE 96
JAVA 6 ISSUES 97
RE-INDEXING CONTENT SEARCH 97
USER LOGON FAILS AFTER CHANGING LOGON IN ACTIVE DIRECTORY OR WINDOWS

98

QSI Confidential Page 4 of 98



TMSWeb Technical Document
TMS Revision 6.1 sp2

WEE
TABLE OF CONTENTS

When database script error occurs during installation, the system cannot create the database.
Make sure that the logon and password combination is valid for the SQL installation. To test
your ability to connect to SQL can be tested via the tms5.udl file located under WINNT
directory on the web server. Double click on the file and place in the information and select
test connection. If the system administrator combination of Password & Logon is not correct,
you will receive " "failed because of error in initializing provider"

Select the combination of Logon/password for the database. When correct, you will receive
"Test Connection Succeeded". If you aren't sure, create a new System Administrator with full
rights or test the connection by entering in possible combinations from the *.udl file.

This indicates that the logon provided for the server account that is used to run the COM+
object is invalid. Check the user/password and server/domain name to make sure the account
is valid and has the correct rights.

TMSService Account — user account that has the rights to run the web services. It can
be any domain user of your primary domain. Make sure this account has the ability to
log on as a service, log on as a batch and act as part the operating system and that no
domain/local policies override that setting. Administrative Tools/Local Security
Policy/User Rights Assignments. RMC on Act as part of the operating system. etc

Make sure the tmsservice account is listed

Database Administrator- This is the System Administrator for the SQL database.
Default is SA

TMS administrator. This is the user who will have full rights to the system after
installation. This can be changed after installation.

TMS Reviewers: This is a user who will be checking out documents, modifying them
and checking the document back in as part of the review process

TMS Users: This is a user who will have read only access to documents within the
application.
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** Note **: All users that will be logging onto to TMSWeb will need to be able to logon
to the Web server locally. (Administrative Tools/Local Security Policy/User Rights)

SQL script update

Select the SQL Query Analyzer

Enter Password for the database

Select File Open and go find script or type in
Select Run Button

000D

Updating DLLs

When updating DLL’s you can either reboot the server so that

The file is released or you can stop the service. To stop the service, go under
Component Services/Computers/My Computers/Com+Applications/ RMC on TMS and
select Shut down, you will then be able to overwrite the DLL’s

Delete all components and click and drag the *.dll from the component directory to the
components under component services. The following 5 dlls are placed in under
component services: af.dll, ccm.dll, form.dll, tms.dll, & wf.dll

Stopping & Starting Components

Under Component Management select Com+Applications. Drill down to TMS
RMC on TMS and select shut down then start

Registering Objects
Under Component Management drill down to TMS and select the components directory.
Brown pill objects will be displayed in right hand window. We recommend deleting the
objects first. Go to the Components directory under TMS_Web and select the following
DLLs. af.dll, ccm.dll, form.dll, tms.dll, & wf.dll. Click and drop into the right hand panel
of the components directory. 58 objects should be loaded. (See registering and
unregistering dll for additional information)

Unregistering & Registering DLL’s

o Go to the Component Manager
Drill down to theTMS COM+ Application

QSI Confidential Page 6 of 98



TMSWeb Technical Document
TMS¢ Revision 6.1 sp2

WEE
TABLE OF CONTENTS

=10| |
| %% Console  Window  Help | -Iﬁlli”

Jnctmn Vigw H<1=-P|-|_|><".|@
[

Tree | TMS 2 objectis)
(L] Console Roat G D
EI@ Cormponent Services

=3 Computers Carnpanents Roles

E| My Computer

=0 Com+ applications

-8 COM+ QU Dead Letter Quet
O+ Ukilities

113 In-Process Applications
115 Qut-Of-Process Pooled A
113 Ukilities

System Application

: D Components

. B[] Roles

-@ Visual Skudio APE Package
F#-(C] Distributed Transaction Coording
[]--% Ewent Viewer (Local)

Services (Local)

4] | i
| | |

o Right Mouse Click on the TMS and select shut down.
Select the components directory under TMS

The following screen will appear
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using a Command Prompt window. Type the command
regsvr32 af_common.dll /u

o Unregister the remaining TMS DLLs by highlighting the components (pills) and

delete

The screen will now appear as follows:
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o Register the AF_Common DLL by going to the TMS_Web\Components Directory
using the command prompt window. Type the command
regsvr32 af_common.dll

o Restart IS by touching global.asa (located in the TMS_Web\Webroot directory),
restarting IIS (using Internet Services Manager) or rebooting the Web server.

Note: Both commands issued in the Command Prompt window will prompt a screen
saying the dll was successfully registered or unregistered

There could be two settings that could effect the displaying of wrong documents. To save
speed, you have the option to use information that is in memory. This does not work however,
on documents that are being updated on a regular basis.

One setting is located on the actually web-server and the other is located on the individual PC.
Setting on Web Server

This is a setting in IIS (Internet Service manager)
o Go to the Internet Service Manager

Select Default Web Site

Select TMS

RMC on Document (Right Hand Side)

Select Properties

Select HTTP Headers

Select Expire immediately

[ Iy Sy Ry Ny

Setting on Local PC
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Browsing history
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Delete,.. l [ Settings |

Search

p Change search defaults,

Tabs
Change how webpages are displayed in Settings
— tabs,
Appearance

[ Colors ” Languages H Fonks ” Accessibiliby l

Go to your
Browser and
select
Toold/Internet
Options.

l a4 H Zancel ] Apphy

2|

— Tempaorary Inkernet Fil Click ==
Current location:  Ci\Documents Every visit to
Settingsimarti.
Settings\Temp{  the page
Amount of disk space to use:
1

Mowe Folder. .. | iew Files. .. | Wiew Objects. ., |

ok I Cancel |
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Populate e-mail using the user table

Query Analyzer

Type in SQL statement

UPDATE tblUser SET EmailAddress = tblUser.LastName + '@<domain hames>
(example:gsi-inc.com)'

Select the run button

Missing dbgrid32.ocx

When running the TMSWeb file conversion from the TMS Enterprise, you may get this
error message - Manually register the dll by placing in the winnt\system32 directory
And typing regsvr32 dbgrid32.ocx at the command prompt

Launching applications outside the browser

Sometimes applications will launch inside browser and not load desired toolbars. To
launch applications outside browser, Go to Windows Explorer — Select tools/folder
optionsf/files type, find application such as word (doc) from the list then select advance —
Make sure the “browse in the same window” is not checked

Note: These are instructions for Windows 2000. Other operating systems may be
slightly different.
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Edit File Type 21 x

@ Microsoft word Docurment Change Icon... |
Actions:
Make sure e Mew, . |
browsein Open
same window Print Edit... |
IS not Printto
checked Remove |
Siek Default |

[~ Confirm open after download
Blways show extension
Browse in same window

Ik I Cancel

Changing the printer drivers

Goto

Setting/Printer Properties/Advance/New Drive Select/HP Color LaserJet 8500PS
or another driver

Changing status to author

To change General Tab — Status Field

Select the document_view.asp. Make copy. Openin

FrontPage or notepad. Go to line 454 and change the word status to whatever you
want it to be such as Author. Make sure that it is contained inside the parenthesis

To change Document Add — Status Field
Select Document_edit Do the same above but select line 282

To change the document search this will require you to go into SQL and the TMS
database.

Open the table "tblObjectField" Find the description column and look for
"Status"...Change to "Author"...
Make sure it’s the description column and not the name column...
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When you performed installation, you provided a UserID & Domain for the
Administrator. Make sure you are using the same UserID and that the user is valid for
the particular domain that you entered. Got to the SQL table and enter in correct
webserver & logon for initial TMS administrator. This user will have full rights to the
system.

If you go to the web site and you don't get a user logon & password there could be
something wrong with the web server.

If you get a user logon & password and the different TMS panels display its probably
something with the database.

Via SQL Enterprise manager, select the TMS database. Select Action/All tasks/detach
database

Copy database (it is not necessary to copy the log file) from the Program
filesIMSSQLserver/MSSQL/Data

Attach both the .mdf and log file to an e-mail and send. Go back into the SQL Enterprise -
Select All Tasks/Attach Database...Browse to the

Program files/MSSQL Server/MSSQL/Data/TMS database.

If the database is a SQL 7.0 and you would like to restore it into a SQL2000 — Do the following
steps.

1. Backup your current tms db then detach the database.

2. Delete your current tms db within the Enterprise Manager

3. Copy files file and place the files in the directory where the TMS database resides (it
should no longer be there at this point). Example: C:\Program Files\Microsoft SQL
Server\MSSQL\data
From your sqgl server, from Query Analyzer, attach the database by executing the
following command,;
EXEC sp_attach_db @dbname = N'tms/,
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@filenamel = N'C:\Program Files\Microsoft SQL Server\MSSQL\Data\tms.mdf',
@filename2 = N'C:\Program Files\Microsoft SQL Server\MSSQL\Data\tms_log.Idf'

4. Sp_Detach_db & Sp_attach_db are great commands for moving databases from one
server to another!

1. Stop TMS File Converter -> Component Services -> Services-> tmsfile converter

2. Stop then Delete Content Searching ->Computer Management ->Services & Applications ->
Indexing Services ->TMS

3. Delete TMS Components -> Component Services -> Computers->MyComputer->
Com+Application->TMS

4. Delete Database ->SQL Enterprise Manager -><server name> -> databases -> TMS
5. Delete TMS site from IIS -> IIS Manager-> <server Name>-> Default Website -> TMS
6. Delete TMS_Web directory via explorer

Before running the installing Adobe (recommend version 5.0), you must create a Postscript
printer. For TMS Web, this printer must be called ‘TMS Printer’ and its port must be called
C:\Temp\TMSPDF.PS. This printer does not have to be a physical printer attached to the
server. This printer is used to run the document through a distiller, which is used to convert
the document to PDF format.

Follow the information in the following screen shots to create a PS printer for use with Adobe
and TMS.

QSI Confidential Page 16 of 98



TMSWeb Technical Document
TMS¢ Revision 6.1 sp2

WEE
TABLE OF CONTENTS

Add Printer Wizard

Local or Hetwork Printer
|2 the printer attached to your computer?

If the printer iz directly attached o pour computer, click Local printer. [F it ig attached to
another computer, or directly ba the nebwork, click Metwork printer.

= Local printer

e U

[ Automatically detect and install my Plug and Play printer
= Metwork printer

< Back I Hest > I Canicel
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Add Printer Wizard

Select the Printer Port
Computers communicate with printers through parts.

Select the part you want your printer to use. |f the part iz not listed, you can create a
new port.

" Use the following port;

Fort | Dezcription | Frinter I -
LFT1: Frinter Part Acrobat PO Pwriter

LPTZ Printer Part

LPT3: Frinter Port i
COk1: Sernial Port

COk 2 Serial Port

kA3 Cenal Park LI

Mate: Mozt computers use the LPT1: part to cammunicate with a lacal printer.

¥ Create a new part;
Type:

L acal Part

< Back I Hest > I Canicel

Note: the extension MUST be ‘.PS'.

Enter a port name:
IE:'\Temp'\TMSF'DF.F'S Cancel |

Choose a Postscript printer driver (suggest choosing a color PS driver) since
Some of the document could contain colors and that could be lost if not using a color driver.
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Add Printer Wizard

Add Printer Wizard
The manufacturer and model determineg which printer to uze.

Select the manufacturer and model of wour printer. |f your printer came with an installation

dizk, click Have Dizk. |f vaur printer iz nat lizted. consult paur prinker dacumentation for a
compatible printer.

Manufacturers: Brinters:
Agfa i’ apple Color LW 28R PS5 -
Alpz Apple Colar Lazera/riter 12/600
Apollo Apple Lazerswfiter 124640 PS
Apple Apple Lazersfiter 164800 PS
APS-PS Apple Lazerafriter 3500
AST Apple Lazerafiter 1| MT w47.0
ATET LI Areda | seadafitar | AT WAT 0 LI

Windows pdate | Hawe Dizk.... |

< Back I Hest > I Canicel |
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Printer name MUST be ‘TMS Printer’

Add Printer Wizard

Mame “rour Printer
'ou must azsign a name far this printer.

Supply a name far thiz prinker. Some programs do not support zerver and printer name
combinations af mare than 31 characters.

Printer narme:
TS Prirter

Do pou want your 'Windows-bazed programs o use this printer as the default printer?
= Yes
[ Mo

< Back I Hest > I Canicel
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Add Printer Wizard

Printer Sharing
'ou can zhare thiz printer with other netwark, users.

Indizate whether you want thiz printer to be available to other uzers. IF vou share thiz
priter, you muzt provide a share name.

% Do nat share this printer

" Share as:

< Back I Hest > I Canicel
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When creating documents that will be converted to PDF using the Apple Color 12/660 PS print
driver, the margins should be set to top:0.32”, bottom:0.21", left:0.21” and right:0.21” at a
minimum using Page Setup

Page Setup |

Margins | Paper | Layouk |

Margins
Top: 0, 52" = Eottom: |0.21" =

J

e

Left: 21" Right: |.21 -

j
iy

Gutker: ] Gukter position: |Left

Orienktakion

|

Partrait Landscape

>

Pages
Multiple pages: INDrmaI j

Prewview
Apply to;
This seckion j

Default, .. | Ik I Cancel |

Setting to less than these values will result in the File Converter process being hung up waiting on a pop
up similar to this. Since the File Converter is running on the server, the pop up is not visible unless the
file converter isrun manually.
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Microsoft Office Word

\?/ The margins of section 1 are sek outside the printable area of the page. Do wou wank to conkinue?

If the file converter needs to be update you must do the following:
Go to Programs/Administrator/Services
1. Locate the TMS File Converter
2. Stop the service by using the radio buttons in menu
3. Then copy the new file converter into the TMS_Web\Components Directory
4. Restart the File Converter.

See Attached Screen Shot

Radio
Buttons
*, Gervices
| adion vew || ¢ = | ER| FRE (2] = 1 » I
Tree I Mame 4 | Description | Stakus | Startup Type | Log ©n As | :l
% Services (Local) %Server Provides R...  Started Automatic LocalSystem
%Simple Mail Transpo...  Transports...  Starked Automatic LocalSystem
%Smart Card Manages a... Manual LocalSystem
%Smart Card Helper Provides s... Manual LocalSystem
By 5QLSERVERAGENT Manual administ...
Syskem Event Matifi,.. Tracks syst,,, Starked Automatic LocalSystem
%Task Scheduler Enables a...  Started Automatic LocalSystem
%TCPJ‘IP MetBIOS Hel,.. Enables su...  Started Automatic LocalSystem
%Telephony Provides T...  Started Manual LocalSystem
Telnet Allows are... Manual LocalSystem

Provides a ... Disabled

%Terminal Services

- 0 Automatic

%Unintarruptih\e Pow... Manages a... Manual

%Utlhty Manager Starts and ... Manual LocalSystem
Yindows Installer Installs, re... Manual LocalSystem

%Windows Managem... Providess... Starked Automatic LocalSystem

%Windnws Managem... Providess... Started Manual LocalSystem

%Windows Time Sets the co. .. Manual LocalSystern

%Workstation Provides n..,  Started Aukomatic LocalSyskem

%Wor\d Wide Web Pu... Provides W... Started Automatic LocalSystem
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To install the file converter
Open a command window, change to the tms_web\component directory
Type in the following: af_fileconverter —install <domain or server name>\<service
account> <service account password>
For example: c:\tms_web\component\af_fileconverter —install tmsweb\tmsservice
tmsservice
To uninstall the file converter
a. Open a command window, change to the tms_web\component directory
b. Af_fileconverter — remove <domain or server name>\<service account> <service
account password>

To test the file converter, check for application pop ups or document formatting errors:

agrwnE

Logon to the Web server using the service account
Stop the TMS_FileConverter service

Open a command prompt window

Change to the tms_web\component directory...

run the fileconverter by typing af_fileconverter —run

Then publish or republish a document. This will enable you to view the printing and converting
of the documents.

If any pop-ups come up or any problems it will tell you the issues with the document. You can
then manually correct the document and then republish from the administrator tab.

PR

Log on to the Web Server using the TM SService account.

Open Adobe Distiller

Select Security from the Settings menu

Set the options as required for No printing, No Changing, NoContent Copying, Extraction or
Disable Accessability or No Adding or changing Comment and Form Fields.

=

Log on to the Web Server using the TM SService account
Open Adobe Distiller
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Select Job Options (version 5) or Edit Adobe PDF setting (version 6& 7) from the Settings
menul.
On the Advanced tab (version 5) or Advanced menu item (version 6& 7, set the Use Prologue.ps
and Epilogue.ps
Modify the Prologue.ps (found in Program Files\Adobe\Acrabat 5.0\Distillr\Data folder,
Documents and Settings/All Users/Documents/Adobe PDF 6.0/Data or Documents and
Settings/All Users/Documents/Adobe PDF/Data) to include the postscript code to format the
watermark appropriately.
Example:

% Insert your custom PostScript here...

<< /BeginPage

{ pop save 150 150 moveto 55 rotate .8 setgray

/Helvetica 60 selectfont (Uncontrolled Document) show restore }
>> setpagedevice

(Done processing prologue.ps.

This create a diagonal watermark of * Uncontrolled Document’ on the pages of the PDF file
created during the start of the signature stage with in the TM SWeb Document routing procedure.

For additional information see:
http://www.adobe.com/support/techdocs/327200.html and
http://www.adobe.com/support/techdocs/331150.html

After you installed Adobe. Make sure you logon using the TMSService Account.
They make sure all pop-ups are turned off. Including the pop-up for
checking for update.

To turn the pop-up for updates goes to edit/preferences/general and select update.
Make sure you select “check for updates” set to manually.
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x|
Accessibility ;I [ Undate
Batch Pracessing Acrobat can automatically check For updates to the application and to the list of Web Services that are
Color Management installed under the Tools menu, Use this panel ko determine how often Acrobat should check For updates
Comments and to manually check for updates,
Digital Signatures
Display
Extract Images Last checked for Acrobat updates: 3(14)2002
E
orms Last checked for Web Services updates: 3f14/2002
Full Screen
Identity
JawaScript lﬁ
Layout Grid Check For Updates:  |Manually -
O”"ne Comments Update Acrobat Move |
Options
Search 4 b X
Self-Sign Security Update Web Services Mow |
Spelling
TouchUp
™ show Auto-Update Confirmation Dialog
‘Web Buy
-
oK I Cancel

If you are changing from converting documents to adobe to keep in native format, you must be
very careful. It is recommend that you delete all PDF documents that are in the published
folder. Make sure that you do not delete any pdf document that was originally published as a
pdf document.

The name displayed on the PDF document after signing, is avisual representation of the signer’s name.
Thisisnot the official electronic signature. The official electronic signature islocated in the controlled
database and can be viewed from the signature tab of the individual documents. When viewing the
visual representation of the signature on the PDF document, Adobe places a yellow question mark every
time the document is opened. This designating that the signature is not verified. To verify, thiswould
require, checking the signature against a PDF signature repository every time the document is viewed.
In a paper environment, thisis similar to checking afile cabinet and comparing a notarized copy of a
signature every time asigned document is viewed. If that isnot done, the signature is not necessarily
invalid, it just has not been visually confirmed. Thisis not practical in most organizations because the
PDF repository would also require updating every time user password is changed which in most
organizations thisis done on aregular basis. Because of this, QS| chose to integrate with the advanced
logon/ password security provided by Microsoft when using their standard networking tools.
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Missing Signhature page data with Acrobat v7 and newer

When using Acrobat v7 or newer, the signature page, with fields for all signers of the
document, is created by the File Converter but the actual data is not stored in the field. To not
create the signature page, comment out (add a dash in front of the line) the SignaturePath

entries in the TMS_Web.ini file
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If the pdf conversion is not working check or perform the following on the web server:

1. Documents that are not getting converted could have an auto popup when publishing.
Such as “Document is Read-only” would you like to open? Or “Document is outside of
printable area?”. These need to be removed before trying to publish. Testing can be
accomplished by opening the document/or printing the document to the adobe distiller.

2. Logon to the web server as the tmsservice account Invoke each application, Adobe,
Word etc and turn off the auto pop-ups.

3. Verify no automatic updates for adobe. See Turning off pop-ups for Adobe in this
document

4. Turn off automatic Windows update pop-ups
(settings->control panel->Automatic Updates; uncheck ‘keep my computer up to date’)

5. Check to make sure the printer is setup. See section on Setting up the TMS Printer. To
test, you can open a document and select the tms printer

6. Check the event log to make sure that there are no error messages in the Component
Manager

7. You are receiving strange characters after converting to PDF. You will probably need to
change the print driver used for the TMS printer. Make sure the printer driver is
postscript. See section on Setting up the TMS Printer for checking and changing the
print driver.

8. Stop/start the Print Spooler service

9. Stop/start the TMS File Converter service.

IMPORTANT: See Running File Converter Manually for additional information. Running the
file converter manually allows for viewing any problems that could occur during the conversion
process

There are two know problems with settings in an excel spreadsheet that can cause a
document not to automatically convert to PDF.

Document not sharable

Check to make sure that the document is not shared. This would cause the document to come
up in a read-only format causing the file converter to hang. The next time the document goes
into review (or you place in review) after checking out. Turn off the Shared option under
tools/share workbook/edit. See screen shot below.
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Make sure
thisisn't
checked

he same time,

This also allows workbook merging.

YWhao has this workbook open now:

Marki (Exclusive) - 8/ 1)2002 4:25 PM

[~
Remove Lser |

(04 I Cancel |

Fileis Ready for Archiving
Check to make sure that the file is ready for archiving is not checked under
properties/advance tab of the Excel spreadsheet
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General | Securty |

@ Iu:ln:n::ument that wion't cameert

Type of file:  Microzoft Excel Worksheet

Opens with: icrosoft Excel for Windows Change. .. |

Location: WMHEzerverhQS1-DATANGERtes

Size: 17.0KE (17,408 bytez)

Right Mouse Click on document

Size on dizk: 2000 KB [20,480 bytes] and select properties. Then select

Advanced.
Created: Tuezday, Januam 21, 2003, 4:24:38 P

Make Sure that Fileisready for
Modified: Today, January 23, 2003, 12:17:00 P archiving is NOT checked.

Arcceszed: Today, January 23, 2003, 12:29:15 P4

/

Attributes: H| ﬁeadnnl_l,i [ Hidden Advanced... |
] I Cancel | Spply |

The first time a report is run, a small plug-in (Crystal Viewer) is installed. If report
Does not run, check the IE settings for allowing downloads of plug-in’'s
If using local 2000 workstation check the workstation security
Each user that logs in has a profile that specifies security access. Changed the
local security profile to have administrator permissions.

Check NT security setting for user logon
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Procedure

Start the Computer Management application on the TMSWeb SQL database server
Expand the ‘Services and Applications’
Expand ‘Indexing Service’

If “TMS’ is present under ‘Indexing Service’, expand TMS and click on the Directory
entry. Click on the directory in the right pane. Make sure it is set to
..... \Documents\Current.

IF ‘TMS’ does not exist under ‘Indexing Service’
LMC ‘Action’ on tool bar
Select New
Select Catalog for the Add Catalog dialog.
For Name, enter ‘TMS’
For Location click ‘Browse’ and select a directory (this is a location
(directory) on the database server that the indexing service will use to

store it’s catalog. You may want to create one).
Click OK

Expand ‘TMS’

RMC on Directories, select New then select Directory to bring up the ‘Add
Directory dialog

For Path, enter the directory on the web server as in the following
example:

\\server\d$\TMS Web\WebRoot\Documents\Publish

NOTE: Do not use a mapped network drive letter. You must use
the UNC (Universal naming Convention) format.
d$ is the share name

Click OK

Select ‘Indexing Service’ and click Action/Start
Exit the Computer Management application

Start the SQL Server Query Analyzer
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Connect to the SQL Server as user ‘sa’ and select database ‘master’

Run this statement:

EXEC sp_addlinkedserver 'TMS_FileSystem’, 'Indexing Service',
'MSIDXS', " TMS'

The results should show ‘xx Rows affected.’

You are Now finished

Test by doing a content search from the Document Search function with
TMSWeb

-OR- Open a Command Window

Change to the TMS Web components directory

Run this statement:

ScriptExec Command= EXEC sp_addlinkedserver ' TMS_FileSystem’,
'Indexing Service','MSIDXS', 'TMS'

Make sure the Indexing Service is started. Once started, it can take sometime to
actually index all the documents.

E Computer Management !E m l
=] Fle action ¥ew window Help | = |
= omEFRR @E > = 1w
Computer Management {Local)
= m System Tools
(] Bvert Viewer TMS File Converte Mame / | Description | Status | Startup Type | logonas | 4|
S Shared Folders @Special Administrati...  Allows adm. .. Manual Local System
= LUE?I Users and Gruugs | Stop the service %SQL Server (MS50L.., Provides st...  Starked Automatic Local Systemn
> Per .ormh‘:nce Logs and Alerts :‘::f:rihtigzgl\crﬁe %SQL Server Active ... Enablesint... Disabled Mebwork 5...
evice Manager
tarage 2 %SQL Server Agert {... Executes ... Manual Laocal System
_ Rgmuvab\e Storage %SQL Server Browser  Provides 5... Disabled Local System
PO %SQL Server FullTex... Quickly cre...  Started Automatic Local System
. %SQL Server VS5 Wri... Provides th... Started Autamatic Local System
M ake sure thl S Says - Started %System Event Motifi... Monitors 5., Started Automatic Local System
Start by el ecti ng the buttons 8 Task Scheduler Enables ... Started  Automatic Local System
%TCP,I’IP NetBIOS He... Providess...  Started Aukomatic Local Service
on the tOp e %Telephnny Provides T...  Started Manual Local System
Pl ease Note %Telnet Enables ar.., Disabled Local Service
. . %Terminal Services Allows user... Starked Manual Local System
It takes aNhl I e for the | ndeX to %Terminal Services 5... Enablesa ... Disabled Local System
build- based on the number of Bort Lo el
T i Started Automatic AT .
dOCumentS You may need to %Unin erruptible Pow,.. Manages a... TManual Local Service oo
run a\Nh| I e before testi ng %Vlrtual Disk Service Provides s... Manual Local System
%anume Shadow Copy  Manages a... Manual Local System
%Wabclient Enables Wi... Disabled Local Service LI
Kl | M Extended A standard /
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E Computer Management

=lolx|

J Action  Yiew “ &= = | | |@

Tree I Direckor | Alias | Include in Catalog |

@ Computer Management {Local) (3 €:ATMS_webhwebRootDocumentsiPublish Documents ves

Em System Tools
[]--@ Event Yiewer
[]--@ System Information
[]--& Performance Logs and Alerts
[#-§) Shared Folders
), Device Manager
[+-#&§ Local Users and Groups
=] & Storage
-] Disk Management
w Disk Defragmenter
= Logical Drives
[]--@ Remowable Storage
EI--& Services and Applications
-3 Telephony
g Microsoft SOL Servers
8 WL Control
% Services
EI B indexing Service
D system
e s
i Directories
i1 Properties
@ Guery the Catalog
- m{flweb
ﬁ Internet Information Services

To remove TMSWeb content searching:
Use Query Analyzer
Select TMS from the DB dropdown list in the toolbar

Type Exec sp_dropserver ‘TMS_FileSystem’ in the query window

Run

QSI Confidential

Page 33 of 98




TMSWeb Technical Document
TMS Revision 6.1 sp2

WEE

TABLE OF CONTENTS

This setting will allow users to logon TMSWeb without having to enter the NT Server that
authenticates the users.

Select the IIS Service under Programs/Administrator/Internet Information Services.
Drill down to the Default Web site and RMC on TMS. Select Directory Security/Anonymous
access and authentication control/Basic authentication/Enter Domain Name

IMPORTANT! Start & Stop the service by RMC on the Default Web Site.

See Attached Screen Shots
-l
| ation wiew || & = [AEXFRE( 2|2 » = 0| |

Tree I Harmne | Path -
% Internet Information Services 9 Components
= BB * test-tmsweb
= i 9
Ié Py e R | |15 Properties 2l
é QSL-Inc . Wirtual Directary | Ducumentsl Directory Secutit_l,ll HTTF Headersl Cuiztom Enorsl
L——_Ié Default Web Site : . _
G Seripts Wwihen connecting to thl.g resource, the content should u:u:urnE-t fram:
G 1ISHelp 4, directory located o this computer
G II5Adrmin " & share lncated on anather computer
G I155amples A redirection to a URL
g M5ADC
- Printers Lacal Path: ||::aTM5_weh\wehHoot Brgwse... |
R4 TS : y
P “ I_ Serint smirea arcass |7 LDQ E|S|t3

N 2 .
TMS Properties 2lx] [ Index this resource

irtual Direclor_l,ll Documents  Directory Security I HTTP Headersl Cuistom Errorsl

—Anonymous access and authentication contraol

authentication methods for this resource.

! ; Enable anonymous access and edit the

Remove I

icaki ¥
r— IP address and domain name restrictions AuthenticationiEEEE. —I

@ Grant or deny access bo thiz resource using I ﬁnunymuus ACCESE

Do D R SARER L e
Edt.. |

Mo uzer names/pazsword required to access this resource.

Account uzed for anonymous access: Edit.. |

r— Secure communication

Authenticated access

Fiequire secure cammunications and .
enable client cerificates when this enver Certificatz... | For the following authentication methods, user name and password are
resnurce it acceszed, Eiew Cerifinate. requued when ) ;
4| - ahohymouz access iz dizabled, or
i | - access iz resticted using MTFS acces: contral lists
x

v Basic authentication [password is sent in clear text]

— Basic Authentication Domain Select a default domain: Edit... |
The default ‘Windows Domain used for Basic Authentication is

the local domain the web server is active in. |f the default ™ Digest authentication for Windows domain seners
dornain should be other than the local domain, enter it here.

LI

[ Integrated Windows authentication

Domain M ame: | I
QS Domain Marne Braowse... ok Cancel

I'za Frafanl I

Help
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Newer versions of the Java Plug-In have the ability to add
themselves to IE and/or Netscape. If this is enabled for IE,
the wrong version of the file transfer component gets loaded
in TMS.

To turn this off, go to the Control Panel and run the

"Java Plug-In" item. This panel will have several tabs.
Choose the "Browser" tab, uncheck the "Microsoft Internet
Explorer" checkbox, and hit "Apply". The next time IE is
Started, the correct component will be loaded.

If you are running Java version 1.5.0 _05-b05 you can receive this message if you preview the
document in read only and then check the document out for editing.

You are not authorized to view this
page

You do not have permission to view this directory or page using the
credentials you supplied.

Selecting the edit icon will overwrite the checkout document with error page. Do not check the
document back into the server but cancel the checkout before continuing.

Update your Java to the latest version.
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These are suggested security minimums necessary for proper execution of TMSWeb access
for administration, backups etc will required additional directory permissions. There are
already established (build in) NT groups, Network (list access), Service (full control), System
(full control) and domain admins etc which might aid in this process.

\TMS_Web
TMS Service account — full control
\TMS_Web\Components

TMS Service account — full control
\TMS_Web\Upload

TMS Service account — full control

TMS administrators (group) and TMS Reviewers — read and write
\TMS-Web\webroot (and subdirectories)

TMS Service account - full control

TMS administrators (group) and TMS Reviewers — read and write
TMS Users (group) — read

TMS_Web and subdirectories does not need to be shared.

Go to IE..select tools/internet options/security/internet (or intranet or trusted site)/custom
level

Check the security settings for plugs in...set to enable.

This message can occur during document checkout. This message will appear for one of the
following reasons:
o The document edit path under User is not available for the download. Please
update the document edit path under users or make available edit path for user.
Check for extra slash (\) since the software will put a \ if one is not at the end of
the value. Can happen if edit an existing record with no edit path (will be \ by
default)
o Permissions are not set correctly in the upload directory under tms_web.
o You are trying to download a document that is open. This can occur if you
o checkout a document
0 openit
0 cancels the checkout
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o checkout again same document again with the document still open from

t

he first checkout.

o Make sure the document is closed before attempting to checkout a second time
o The tmsweb.ini file is referencing a server name and DNS is not installed.

Connection Failed. Connection Reset by Peer. Socket Write Error

Message

This message appeared when user attempting to check-in a document and there was not enough free disk

space on the server for

the file to be written into the Upload directory.

Population

?'i Internet Information Services

J Action  Misw |J = =

Tree I

=L F) * J500-syr
Drill downto ¥ Befault web Site
theTMSand | cripts
Right Mouse [ SHelp
Click - Sdect I T15Admin
Properties % TIESamples
- M3ADC
g _vhi_bin

3

- TMS
{:I images
-0 _private
— T . -

Application Configuration

&pp Mappings  App Dptiors | App Debugaing I

% Internet Information Services

— Application Configuration

¥ Enable session state

¥ Enable buffering
¥ Enable parent paths

Seszion timeout; I2D minutes

Default ASP language: IVBSCTiDt

Timeout errors on asp pages for large file upload and Data
=101 x|
EEEEE RN |
Mame / | Path -
@ activity_delete. asp
@ activity_lisk,asp
mnrriuiru lick reoe Acm |-
Wirtuial Directary I Documents | Directany Security | HTTP Headers | Custom Emors |
‘When connecting to this resource, the content should come from:
¢ & directan located on this computer
" & share lozated on another computer
" A redirection to a URL
Local Path: |CATHS webtiwiebRoot Browse... |
[™ Seript source access ¥ Log visits
E Bead [ Index this resource
x|
Remove |
Cwieh Sitex\THS
- 5 _\
i Process] j Unoad | SeIeCt .
—| Configuration
Update ASP
Script timeout ]
to 900 J Cancel | Apply | Help |

ASP Script imeout: ISD seconds
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Transfer Completed Successfully, but was unable to connect to a
final page

Problem Description

When uploading files with JUpload, an error box comes up containing the
following error message:

Transfer Completed Successfully, but was unable to connect to a final page.

i Transfer Complete o =10} x|

@ Transfer Completed Succesfully, but was unable to connect to a final page.

ok

Possible Solution #1
This error may be caused by multiple reasons, such as:
1. AspUpload is not installed on the server

Make sure the AspUpload component is installed on the server. JUpload requires
AspUpload to capture uploaded files.

2. Upload script throws an error

The upload script pointed to by the UploadURL parameter may not be working
properly. There can be many reasons why an upload script would fail, such as
failure to create the Upload object, a permission problem when saving an
uploaded file, invalid syntax, etc.

You must make sure that your upload script is functional. The best way to do it is
to create a simple HTML file with an upload form and point this form's ACTION
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attribute to the same URL as your UploadURL parameter. Then try to upload a
small file using this form. If your upload script has a problem, you will be able to
see it immediately. Your form may look like this:

<FORM ACTION="http://server/path/script.asp” METHOD="POST"
ENCTYPE="mulipart/form-data">

<INPUT TYPE="FILE" NAME="FILE1">

<INPUT TYPE="SUBMIT>

</[FORM>

3. Server-side upload script times out

When uploading large files, the upload process may take several minutes and as
a result the server-side upload script may time out. You should increase the
Script Timeout value for your virtual directory from MMC (11S4) or Internet
Services Manager (1I1S5) under Application Configuration/App Options.

4 ServerName entry in TMS_Web.ini

The ServerName= entry in the TMS_Web.ini file (located in the C:\Winnt
directory on the Web server) must match the server/site name specified in the
browser address line.

5. HTTP:// vs HTTPS:/I

In Global.asa (located in TMS_WEB\Webroot) the FullBaseAddress is built using
the literal ‘HTTP://” which might cause problems for sites using HTTPS://.
FullBaseAddress is now build based on the setting of the application option
USE_HTTPS.

6. User does not have write access to the TMS_Web\Upload directory

Article PS0103069
Library not registered error

Problem Description

When trying to create an instance of the AspUpload component, the line of code
Set Upload = Server.CreateObject("Persits.Upload")
generates the following error:
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Server object error 'ASP 0177 : 8002801d'
Server.CreateObject Failed
Library not registered.

Solution

This error usually occurs because of tight security settings in the
HKEY_CLASSES ROOT section of the registry. To fix the error, run regedt32 and
select the key HKEY_CLASSES_ROOT\TypeLib\{B4E1B2DE-151B-11D2-926A-
006008123235} . From the Security menu, select Permissions. Add Everyone to the
permission list and assign Full Control to the Everyone account. Make sure the setting
propagates to the sub-keys as well.

Possible Solution #2

Article PS01032622
Invalid class string / Invalid ProgID error

Problem Description
When trying to create an instance of a Persits component, the line of code
Set obj = Server.CreateObject("Persits. <ProgID>")
generates the following error (Windows NT/11S4)
Server object error 'ASP 0177 : 800401f3'
Server.CreateObject Failed
Invalid class string

On Windows 2000/11S5, the error message is

Server object, ASP 0177 (0x800401F3)
Invalid ProgID.

Solution

This error means that either the component has not been registered on

the server or the ProgID passed to the Server.CreateObject method is
misspelled.
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Make sure the component DLL is present on the server. The exact
physical location of the DLL is not important. To register the component on
the server, open MS DOS prompt and type

c:\>regsvr32 c:\path\aspupload.dll

(you must use your component's appropriate path and file name).

The correct Persits component ProglD's and file names are listed in the
following table:

Name File ProgID |
AspEmail |aspemail.dll |"Persits.MailSender" ‘
AspEncrypt aspencrypt.dll|"Persits.CryptoManager"
AspGrid aspgrid.dll "Persits.Grid" ‘
AspJpeg |aspjpeg.dll  |"Persits.Jpeg” \
AspUpload |aspupload.dll |"Persits.Upload" \

|
|

AspUser |aspuser.dll |"Persits.AspUser"
XUpload |xupload.ocx |"Persits.XUpload"

Comments

This article applies to AspUpload, AspEmail, AspJpeg, AspGrid,
AspEncrypt, AspUser and XUpload.

Created: 2/8/2002 4:20:45 AM

Possible Solution #3

Article PS02061296

Server object error 8007007e when calling
Server.CreateObject

Problem Description
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When trying to create an instance of a Persits component, the line of code
Set obj = Server.CreateObject("Persits. <ProgID> ")
generates the following error:

Server object, ASP 0177 (0x8007007E)
8007007e

or
Server object error 'ASP 0177 : 8007007¢’
Server.CreateObject Failed
8007007e

Solution
In most cases, this means that the component DLL has been deleted from
the location on the server where it was originally registered, although the
component has not been unregistered prior to deletion.
You should either reinstall the component by running the setup, or place
the component DLL on the server and register it using the regsvr32
command-line utility, for example:
c:\>regsvr32 c:\path\aspupload.dll

(you must use your component's appropriate path and file name).

The correct Persits component ProglD's and file names are listed in the
following table:

Name File ProgID
AspEmail |aspemail.dll |"Persits.MailSender"
AspEncrypt aspencrypt.dll|"Persits.CryptoManager"
AspGrid aspgrid.dll "Persits.Grid"

AspJpeg |aspjpeg.dll  |"Persits.Jpeg"
AspUpload |aspupload.dll |"Persits.Upload"
AspUser |aspuser.dll |"Persits.AspUser"
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XUpload |xupload.ocx |"Persits.XUpload"

Comments

This article applies to AspUpload, AspEmail, AspJpeg, AspGrid,
AspEncrypt, AspUser and XUpload.

Possible Solution #4

ASP 0178 80070005 Server createobject access error when calling
Server.CreateObject

Problem Description
IIS log contains:
POST /tms/document_receive.asp

Direction=UP&DocID={guid}&DocExt=.doc&TransferType=IN&Dest=WORKFLO

W&ActivityID={guid}|9]ASP_0178_: 80070005|Server.CreateObject_Access_E
rror 500

Running FileMon indicates Access Denied for document_receive.asp

Solution

Assign local Users group read permission to
TMS_Web\Components\ASPUpload.dll

When using Integrated Windows Authentication, USE_SOCKETS MUST be set to NO
otherwise the user will not be returned to the Document Edit or Document Add page after the
Persits Java Applet run. The user will have a blank frame with the Check-In title at the top.

The difference between Socket and HTTP transfers are:
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Sockets — reads a portion of the file into a buffer and starts transferring data using a socket
connection. As the buffer empties, more data is read from the file into the buffer, giving
overlapped processing.

HTTP — reads the whole file into a buffer and transfers the data using HTTP. This is two
distinct processes, loading the buffer and transferring the buffer.

o Create a file TestASPUpload.txt (and add some text) in the document edit path on a
workstation

o Logonto TMSWeb

o After ‘My Activities’ screen is displayed, change the address line to include
TestASPUpload.asp (http://..../.TMS/TestASPUpload.asp)

o Use the ‘Browse’ button to browse to the file created in step 1.

o Hit the ‘Submit Query’ button

o You will receive a ‘Page cannot be displayed’ screen. If the error type is anything
BUT ...Syntax error converting..../TMS/Document_Check.asp, line 45, the library
(ASPUpload) is not registered correctly or the permissions in the registry are not set
correctly.

Run SQL Enterprise Manager.

Expand Microsoft SQL Servers

Expand SQL Server Group

Right mouse click on the SQL server for TMSWeb and choose Properties
Choose the security tab and set Authentication to SQL and Windows

0000 D

QSI Confidential Page 44 of 98



WEE

i SQL Server Enterprise Manager
Console  Window  Help

"i Console RootMicrosoft SOL Servers'\SQL Server Group'QSI-TMSWEB (Windows NT)

| acton  vew Toos ch -D\\X‘I%H%H%|Ef [ JF:]

TMSWeb Technical Document
Revision 6.1 sp2

TABLE OF CONTENTS

Tree | QSI-TMSWER (Windows NT) 6 Items
S i B W @ @ W @
=] Microsoft SQL Servers
= saL Databases Data Management  Replication Security Suppart. Msta Dats
B Transforma.. Services Services

S0QL Server Properties {(Configure) - OSI-TMSWEB

Server Settings I D atabaze Settings | Feplication
General I td ey I Proceszor Security Connechions
— Security

SOL Server provides authentication bazed o wWindows
accounts and a named SOL Server login ID and password.

Authentication:

& S0 Server and Windows

" Wwindows only

Audit level:
* MNone " Eailure
" Success Al

x|

— Startup service account
E, Start and run SGEL Server in the following account;

" System account

" Thiz account IAdministrator

Pazsword:

Ixxxxxx:mxxxx

k. I Cancel | Help
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1. Make sure there are no trailing spaces at the end of the user’s Network Login field

(position cursor into textbox, hit End key, delete all trailing spaces). The user will be
able to logon to TMSWeb because the trailing spaces are ignored in the SQL lookup of

the user when checking for valid TMSWeb user but are included in the request to

validate the password during signoff.

2. The service account ( and on Windows 2000, the ASPNET user also) needs the ‘Act as
part of the operating system’ right. This is done through the Local Security Policy of

Administrative Tools.

o Expand Local Policies

o Click on User Rights Assignments, choose ‘Act as part of the operating system’
and add the service account to it.

o Make sure that there is not a domain policy in effect, which would override this
setting (the effective setting should be checked for the users/groups added).

" Local Security Settings =10l x|
|J fikion Wiew “(::' -P||X|@ |
Tree I Policy  / | Local Setting | Effective Setting | =
@ Security Settings %) access this computer from the net,,, QSI-TMSWEBVIUSR,.,  QSI-TMSWEEMIUSR,.,
@ Bccount Policies t as patt of the operating swstem  QSLI-TMSWEB\Admi...  QSI-TMSWEBAdmi. ..
El@ Lacal Policies dd workstations ko domain
-C& sudit Palicy Back up files and directories Backup Operators,...  Backup Operators,...
-8 User Rights Assigr Bypass traverse checking Adminiskrators,Back.,.  Administrators,Back...
: -8 Security Options Change the system time Power Users, &dmini,..  Power Users, &dmini...
D Public Key Policies Create a pagefile Adrminiskrators Adriniskrators
g IP Security Policies on | (@8] create a token object
Create permanent shared objects
Debug programs Adminiskrators Adminiskrators
Denv access to this computer From..,
Deny logon as a batch job
Deny logon as a service
Denty lagon lacally
Enable computer and user account. .,
Ferce shutdown From a remote sy, Adminiskrators Adriniskrators
Generate security audits
Increase quakas Adminiskrators, QSI-.,.  Administrators, QSI-..,
Increase scheduling priority Adminiskrators Adminiskrators e
Lead and unload device drivers Adrninistrators Adrninistratars
Leck pages in memory
Leg on as a batch job QSI-TMSWEBVAMI...  QSI-TMSWEB\Adm...
Leg on as a service QSI-TMSWEB\AdMI,.,  QSI-TMSWEB\Adm...
Leg on locally QSI-TMSWEB\TsInk,..  QSI-TMSWEB\TsINE...
Manage auditing and security log Adminiskrators Adminiskrators
LI—I _'I [8¥]Madify firmware enviranment valuss  Admiristrabars Adriniskrakors LI
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Local Security Policy Setting ﬂﬁl

g: At az part of the operating syztem

=y

Local Effective

Azzigned To Palicy Setting Pualicy Setting
Q5[-THMSWEBLTMS Service
[151-T M 5WE BY\administrator

Add...

If domain-level policy zettings are defined, they overide local policy zettings.

k. I Cancel

‘Password not accepted’ continued on next page
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3. All TMS users must be able to ‘log on locally’. This is done through the Local Security
Policy of Administrative Tools.

o Expand Local Policies

o Click on User Rights Assignments, choose ‘Log on Locally’ and add the TMS
user accounts/group to it.

o Make sure that there is not a domain policy in effect, which would override this
setting (the effective setting should be checked for the users/groups added).

§¢ Local Security Settings =10 x|
|J Action Wiew H(:: #||X|@ ‘
Tree I Palicy  # | Local Sekking | Effective Setking =
@ Security Settings F'.ccess this computer From the net,.. RST-A310\USR_RST... RST-A31USR_RST...
08 Account Policies .C\ct as part of the operating syskern  &dministrakors,RST-...  Adminiskrators,RST-...
E@ Local Policies Fl.u:ld warkstations to domain
{3 Audit Policy Beck up files and directories Backup Operators,...  Backup Operatars, ...
-- IIser Rights Assigr B';.fpess traverse checking Bdministrators,Back,..  Administrators,Back. ..
@ Security Options Change the swstem time Power Users, Admini...  Power Users, Admini.. .
[#-[_] Public Key Policies B4 Create a pagsfile Adrninistrators Adrninistrators
g IP Security Policies on |[&#] Create a token object
Creete permanent shared objects
Debug programs Adminiskrakors Adminiskrakors
Ei Deny access bo this computer From, .
Den\,-' logon as a batch job
Den',-' logon as a service
Den\,-' logon locally
Enel:ule computer and user account, .,
Fl:nrce shutdown from a remote sy,..  Administrabors Adrministr abors
Generate security audits
Increase quatas Administrators,R3T-...  Administrators,R3T-...
Increese scheduling priority Adminiskrakors Adminiskrakors i
Lead and unload device drivers Adrninistr abors Adrministr abors
Lock pages in memary
Leg on as a batch job RST-A31\TMIServic... RST-A31\TMIServic...
Log on as a service RaT-A31\Adminiskra,..  RST-A31WAdministra...
g on locally RST-A31TsInterne,,.  RST-A31iTsInterne. .
Menage auditing and security log Adminiskrakors Adminiskrakors
LI—I _’I @Medify firmware environment values  Administrators Administrators LI
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Local Security Policy Setting : ed |

L Log on locally

Local Effective
Azzigned To Policy Setting Policy Setting

RST-A31NUSE_RST-23
Adrniniztrators

Backup Operators

Power Uszers

sers

RST-A31\GEuest
RST-A31AT sInternetUl zer

EEEEEE
DEEEEEE

&dd...

IF domain-level policy settings are defined, thep overnde local policy zettings.

k. I Cancel

4. On Windows 2000 server, assign user ASPNET to be a member of the local
Administrators group
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Domain Controllers Require the "Log on Locally" Group Policy Object
The local policy of this system does not permit you to logon interactively. This condition is not
generated when the user account you logged on with is a member of the following default
groups:

Account Operators

Administrators

Backup Operators

Print Operators

Server Operators

NOTE: Member servers and stand-alone servers have the users group included in the "Log on
Locally" user right. Because of this, they do not prevent logons from non-administrative users.

To work around this issue, modify the Group Policy Object for the domain controller:

1. Click Start, point to Programs, point to Administrative Tools, and then click Domain
Controller Security Policy.

2. Double-click the Security Settings folder, double-click Local Policies, and then click User
Rights Assignment.

3. Under the Policy column, click Log on Locally, and then click Add.
4. Click Browse, click the appropriate group, and then click Add.

5. Click OK, click OK, and then click OK.

N

At a command prompt, type secedit /refreshpolicy machine_policy /enforce,
press ENTER, and then press ENTER. Or REBOOT THE SERVER.
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=10l x|
|
Tree I Policy  / | computer Setting | |
[ windows Settings Create permanent shared objects
E@ Security Settings Debug programs Adriniskrators
; Account Policies Deny access ko this computer From the netwark
Hg Local Policies Deny logon as a batch job

Audit Palicy Deny lngon as a service
User Rights A: Deny logon locally Mok defined

8 Security Optio Enable compuker and user accounks ko be tru,,. Adminiskrators
[]"'5 Event Log Ferce shutdawn Fram a remote system Serwer Operataors, Administrators
-8 Restricted Groups [2%] Generate security audits
- System Services [28]Increase quotas Adrminiskratars, Adrministrakor
w3 Registry Increase scheduling priority Adminiskratars
=8 Fie _System |@¥Laad and unload device drivers Adrinistratars
#-[_] Public Key Policies - .
[]---.g IP Security Policie: L'Ik pagesin memery . i
E:l Log on as a batch job Adriniskratar, TMSService, TWAM_...
Lu:ug 0On as a service Adrminiskratar, TMSService, QSIOFF, .,
in Iy Adrminiskrators. ..
Manage auditing and security log Administratars
i ﬂ MediFy firmwware environment values Adminiskrators
J—I [omfie - TP

Security Policy Setting 2=

~ 44 Logonlocaly

=)

v Qefine theze policy settings:

Account Operators
Adminigtrators

Backup Dperators
IUSR_G5SI-TMSWEB
Print Operatars
GQSIOFFICEATMS Users
Server Operators
Talnternetl)zer

Add... Bemove |

k. I Cancel
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Problems with Excel Documents Converting to PDF

Certain flags that are set on the excel document can cause a problem when going through the
automatic converter. Two known flags are as follows:

1. Do not share this document

2. Document ready for archiving

document that won't convert Properties 2 x|

General | Security I

@ Idu:uc:ument that won't convert

Type of file:  Microzoft Excel Workshest

Opete with: Microsoft Excel for “Windows Change... |

Locatian: ShMtzerversQS|-DAT ANGentex

Size: 17.0KB [17.403 bytes) ——— | Right Mouse Click on document

Size on disk: 20,0 KB (20,480 bytes) and select properties. Then select
Advanced.

Created: Tuezday, Januay 21 2003, 4:24:33 P

t odified: Today, January 23, 2003, 12:11:00 Pk
Aocezsed: Today, January 23, 2003, 12:29:15 P

Attribukes: Advanced...

7
Choose the options you want for this File, BEl |

—Archive and Index atbributes

I™ File is ready for archiving:

[¥ Forfset searching, allow Indexing Service bo indes this file

—Compress ar Encrypk aktributes ]

[~ Compress contents to save disk space Make Sure that File isready for
archiving isNOT checked.

r Encrypt contents to secure data

ok I Zancel |
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Provided with the TMSWeb5.1 patch | (and forward) is a SQL script file called Triggers.sql.
This file is located in the TMS_Web\Components\Scripts directory.

This script file should be reviewed and changes made for each installation. The Triggers.sql
file contains the script to turn on auditing for all tables. There is probably a limited number of
tables that might be in need of audit information. For each db table, there is a group of SQL
statements (one set each for record addition, deletion and update), which cause a trigger to be
created. If auditing is not required for a particular table, the whole grouping for that table
should be removed.

Once the Triggers.sgl has been modified, then use SQLs Query Analyzer or Enterprise
Manager to run the script for the TMS database.

Sample script group for the Activity table:

SET QUOTED_IDENTIFIER ON

GO

SET ANSI_NULLS ON

GO

CREATE TRIGGER trg_tblActivityType_D ON dbo.tblActivityType
FOR DELETE

AS

INSERT INTO tblActivityTypeHistory SELECT *,'D' FROM Deleted
GO

SET QUOTED_IDENTIFIER OFF

GO

SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

SET ANSI_NULLS ON

GO

CREATE TRIGGER trg_tblActivityType_| ON dbo.tblActivityType
FOR INSERT
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AS
INSERT INTO tblActivityTypeHistory SELECT *,'I' FROM Inserted
GO
SET QUOTED_IDENTIFIER OFF
GO
SET ANSI_NULLS ON
GO
SET QUOTED _IDENTIFIER ON
GO
SET ANSI_NULLS ON
GO
CREATE TRIGGER trg_tblActivityType_U ON dbo.tblActivityType
FOR UPDATE
AS
INSERT INTO tblActivityTypeHistory SELECT *,'U' FROM Inserted
GO
SET QUOTED_IDENTIFIER OFF
GO
SET ANSI_NULLS ON
GO

Provided with the TMSWeb5.1 patch | (and forward) is a SQL script file called
TriggersDrop.sql. This file is located in the TMS_Web\Components\Scripts directory.

This script file should be reviewed and changes made for each installation. The
TriggersDrop.sql file contains the script to turn off auditing for all tables. If auditing is not
required for a particular table after Triggers.sql has been run, modify the TriggersDrop.sql file
and delete all the SQL statements except for the tables(s) that auditing needs to be turned off.
Remember the is three sets of statements for each table (add, change, and delete)

Use SQLs Query Analyzer or Enterprise Manager to run the script for the TMS database.

Sample script group for dropping the triggers for the tblActivity table:
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if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[trg_tblActivityType_D]') and
OBJECTPROPERTY(id, N'IsTrigger’) = 1)

drop trigger [dbo].[trg_tblActivityType_D]

GO

if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[trg_tblActivityType_1]') and
OBJECTPROPERTY(id, N'IsTrigger’) = 1)

drop trigger [dbo].[trg_tblActivityType_|I]

GO

if exists (select * from dbo.sysobjects where id = object_id(N'[dbo].[trg_tblActivityType_U]') and
OBJECTPROPERTY(id, N'IsTrigger’) = 1)

drop trigger [dbo].[trg_tblActivityType_U]

GO

Once the Triggers have been turned on, there is a viewer available which allow viewing of the
audit (history) tables.

Log on to TMSWeb and expand the Administration menu. If you have permissions to read-
write the Audit Viewer global permission item, there will be a menu item for Audit Viewer.
Selecting Audit Viewer menu item, the following should display:
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2§ Admin_Log - Microsoft Internet Explorer (=] |
Fie Edt Wew Favortes Toos Help ‘
wgack » = - () ) 4| Dsearch [Favorites Pmeda B | EA- Sp [0 - 5
Ageess €] httpsjrst-a01 /M5 audtviewerfadmin_log.asp -] P ‘Lir\)s
] B
TMSWeb Audit Log
Select a table to view and enter a start date and end date to see database transactions. Click on an item to see additonal information about a transaction
Table Date Range
[tolDocumentHeadHistary =l Start 671172003
End: |6/11/2003
Submit
-]
[&] bone il Local intranet 7

Use the drop down arrow to select the table and select a date range. The audit summary data
for the table and date range will be displayed. Clicking on the links in the heading causes the
data to be displayed sorted in the order of the column selected.
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B 1o mcrosalt menet slorer =lolx
B Bk fow Fovokes Jook beb =
Saback v o - @ [{] G| Dhseorch [SFovorkes PHedo (P G- KN - & |
Ao [ ] betpiiira Log. =] oo (e

. E
TMSWeb Audit Log
Select atable to wiew and enter a start date and end date to ces databace transactions. Chek on an @em to see additonal information about a transaction

Table Tt Range
| s arHision =] Stare [f11/2003

End: Ilfu'11.'?003
Subwral
History Information for: thiUserHistory
From: 6/11/2003 (6/11/2003 00:00:0) To: 6/11/2003 (6/11/2003 23:59:39) Ordered By: UpdateDate Time
Iransaction .
Updated By UserID T Update Date and Time
Esch Hisdes Fich Husdes Update /1172003 10:10:35 AM
Rach Hisdes A New User Insert 61172003 10:11:23 AM
Rach Hudes A Hew User Update S1172003 10:12:23 AM
Rsch Hisdes A Hew User Update /1172003 10:12.44 AM
[&] oone T B el et ]

By highlighting and selecting a single summary data record, the detail data for that record (and
the one previous to it) will be displayed. Any changes will be highlighted.
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/3 Admin_Log - Microsoft Internet Explorer =100 x|
Fle Edt view Favortes Took Help ‘
wBack - = - @[] 4| Qoearch GHFavorites veda B | 5y- S 0 - 5
addvess [{@] hitp:first-231 /TS audiviewer fadmin_Log_Detais. asp?T able=tblsertistory8lpdateLlserID={0CTAEGSC-ESBC-47 1 2-4ChL-SFIFEPD ionType=UpdateD, 11/2003%2010: 7] (@G0 ‘mel
TMSWeb Audit Log Details 7

Field Name Value Prior Value

TimeStamp

CreateDateTime 6/11/2003 10:1123 AM 6/11/2003 10:11 33 AM

CreatelselD {0CTABSSC-ESEC-4712-ACAL-SFOFG7T4DAESE)  {0CTABG5C-ESEC-4713-ACAL-SFOF674DABSE}

UpdateDateTime 6/11/2003 10:12:44 AM 6/11/2003 10:12:23 AM

UpdateUsedD {0CTABS3C-E9BC-4712-ACA1-SFOFET4DABEE)  {DCTABS3C-E9EC-4712-ACA1-3FOFE74DABSE}

Name rst-AINANewlser tot-A3NANewlser

Desctiption

UsedD {OEL4ETT3.IF48-443E-02D2-A0AESEDIDEDZ)  {OFL4E773.7FAS-4A3E-02D2-A0ABSEDIDENZ)

Firstiazme A A

Middlelnitial Wew Hew

LastName User User

Email&ddress ANEWU ser@ANU.som

IsEmaillotifyy Felse False

DocEditFath Ci\Templ CATempl

Shift

IsNotifyManager False False

PrimaryLanguage

SecondaryLanguage

FullName ANew User A New User

Isictive Tiue True

IsAutollpdateTraining False False

Userlode ANUO0L ANUDL

PositionTitle ANU Position Field ANU Position Field

TransactionType U U

BACE

-]

[&] bane [ [ BB Lol intranet 7

a. Preview Icon does not open document — make sure that there is not a pop up blocker
running that is blocking the pop up the display. This could also affect the viewing of
documents in revision directory and checking in a document as there are pop up notifying the
user that the document is read only or to make sure changes are saved.

b. Error when Viewing (view current document or view document in revision) Office
documents or tif files from the TMSWeb site, you will receive “IE cannot download <filename>
or “cannot open file” message or on-line help does not function.
This is caused by the automatically expiration of pages before the application can
actually open the page. In order to resolve, you need to make a change to IIS server in
the way it handles expiration of pages.
See also: http://support. ncrosoft.con defaul t.aspx?sci d=kb; EN- US; Q816431 i f
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Ui My sy e
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On the HTTP headers tab, set the content to expire after 1 minute

TMS Properties

Virkual Directony I Documents | Directom Secuity  HTTP Headers I Cugtom Ermorz |

2|

£ Expire Immediately

I inute(s) j

& Ewpire after |'|

™ Expite o | Friday July 11, 2003 j at |12:DD:DDAM

=]
=l

— Custom HTTP Headers

Edit:..

Add... |
A
Hemave |

— Content R ating

Fiatings help identify to wour users what type of content yaur site
provides,

j

Edit R atings...

— MIME Map

.
s

To configure additional MIME types the \Web Service sends to

browsers in the HT TP Header, click File Types.
File Topes... |

Cancel | Apply |

o ]

Help |
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When you click OK or Apply, you might be asked to set the expiration on Child Nodes
(Inheritance Overrides). Highlight documents click OK.

If you are not prompted for the Inheritance Overrides, expand TMS and right click on
Documents and set it to expire in 1 minute on the HTTP headers tab.

See also: http://support. mcrosoft.com def aul t. aspx?sci d=kb; EN- US; Q816431 if using SSL
and the above does not solve issue.

c. On-Line Help — If you are experiencing problems with on-line help hanging or not
expanding properly, please change the HTTP Headers to expire after 1 minutes. Use the
above directions

Using the view icon, displays a blank page or 404 Page could not be found error. This could
be caused because the file extension is not a valid MIME type for 1IIS. 11S5 (Windows 2000)
returns the blank page and 11S6 (Windows 2003) return the 404 error. Reviewing the IIS logs,
[IS5 has a status of 200 (successful) and [IS6 has the 404.3 MIME map policy prevents this
request. Add the extension to the MIME types. Open IIS Manager, right click on local
computer, select properties and click the MIME type button to add. After adding, close IIS
Manager and reopen 1IS Manager to verify.

When checking out a PowerPoint document for editing selecting the edit icon will open the
document in viewer mode. To edit the document RMC (right mouse click) on the document
and select edit. Important! — Browse in same window must be checked in order to edit
PowerPoint documents using Internet Explorer. (see Launching Applications Outside
Browser to change this setting).

After selecting edit, you are able to load the PowerPoint tool bars by selecting the tools icon

i

When run as service but runs without error from command window) When trying to stop the
service (after saving a document that is to be converted), you get a message the 'Could not
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stop TMS FileConverter on Local Computer. Error 31, a device attached to the system is not
functioning.' but after clicking OK, the status is stopped. Problem is that the AF_Helpers.exe is
terminating unsuccessfully (af_helpers.exe dated 04/23/2004 will log an error). Run dcomcnfg
and select the default security tab, add tmsservice, aspnet IUSR and IWAM accounts to the
default access permissions and default launch permissions.

The TMSAdmin and TMSUser groups (or everyone) must be given Full Control to the
C:\Documents and Settings\<machine name>\ASPNET\Local Settings\Temp directory (Local
Settings is a hidden directory)

After adding a document to the system and in order to run the .net reports you must do a
manual setting. This setting can occur only after one of the .net reports are run for the first
time. The two .Net reports are Cycle Notification and Training Deviation by Location and
Document. After executing these reports for the first time, you will receive an error. You must
then go to the server and open permissions to the directory that was created during the
execution of the report.

1. From the web server, drill down to the temp directory under local settings. (caution this
may be a hidden directory)
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2. RMC and go properties /security

Temp Properties ﬂﬂ

Generall ‘web Sharing | Sharing  Securnty |

M ame | Add..

‘ Adminiztrator y zhrat

€} 45P.NET Machine Account [DS00-5VRY, . ﬂl

€5 SYSTEM

Permizzions: Al Deny

Full Control O
t odify O
Fead & Execute O
List Folder Caontents O
Fead O
Write O

Advanced... |

¥ Allow inheritable permizsions from parent to propagate to thiz

object
QK I Cancel Appy

3. Add User group or some other TMS User group

Temp Properties llll
Add...
A A
€3 5P NET Machine Acoount [DSO0-5VRY... &l
€7 SvSTEM
Permizsions: Allow Deny
Full Control a
Modify O
Fead & Execute O
List Falder Contents O
Fead O
Write: a
Advanced... |
v Allow inheritable permissions from parent to propagate to this
ohject

0K I Cancel Aipply
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i Select Users or Groups ﬂll
Lockin: B DE005vR =
| In Folder | ;I
Da00-5vR
D&00-5YR
D500-5YR
D&00-5VR
D&00-5VR
Q D500-5%R Browsers D500-5VR j
i | CheckNames
D500-5YRA\Users

QK I Cancel

4. Make sure the group has rights to modify
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Temp Properties 2l x|

Generall Wweh Sharingl Sharing  Security I

Name | Add.

ﬁ Administrators [D500-5%RYadministrators)

€ 5SFNET Machine Acoount (DEOD-SVRY.  __Domove |
€5 SYSTEM

€7 Users [DS00-5VR sers)

Permiszionz: Allow Derm
Full Control \ O O
M adify

Read & Execute
Lizt Folder Contents
Read

"Wwirite:

Advanced... |

i~ Allow inheritable permizsions from parent to propagate tao this

object
0k I Cancel Apply

Kl Kl R R}
ooooo

Creating Full Name Using SQL Scripts

Under the TMS_Web/Components/Script directory you can run scripts to either change or setup
the Full Name of the User. These scripts will create the full name field. Run the appropriate script
below:

FullNameFromFirstNameL astName.sql
FullNameFromL astNameFirstName.sgl

Scheduling Automatic Programs for Overdue Activities

Step 1. There are parameters settings in the application option that must set in order for these
programs to run correctly. The parameters are as follows:

Program 1. Overdue Activities — OverDueNotication.exe
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* NOTIFY_MANAGER_REMINDERDAYS: If set, would notify managers when activities are overdue by the
entered number of days.

* NOTIFY_MANAGER_SUBSEQUENTDAYS: If set, would notify managers every subsequent day when activities
are overdue.

«  NOTIFY_USER REMINDERSDAYS: If set, would notify users of overdue activities when they are overdue by the
number entered.

*  NOTIFY_USER _SUBSEQUENTDAYS: If set, would notify users every subsequent day for overdue activities.
For example:

. If NOTIFY_USER _REMINDERSDAY Sis set to 1, the user would receive notification when the activity
is one day overdue.

 If NOTIFY_USER SUBSEQUENTDAYSisset to 2, the user would be reminded every two days until
activity is completed.

« If NOTIFY_MANAGER_REMINDERDAY Sis set to 5, the manager would receive notification if
someone in his department has an activity overdue by 5 days.

« If NOTIFY_MANAGER _SUBSEQUENTDAY Sisset to 1, the manager would be reminded every day until the
activity is complete.

Program 2 — Documents need review — ProActiveReview.exe
» PROACTIVE_REVIEW_DAYS: If set, would notify the review group administrator that a document is coming due
for review. For example, if set to 30, a notification would be sent to the review group administrator 30 daysin

advance of a document review. To activate this feature, the automatic pr oactiver eview.exe program must be
scheduled to run on the application server. See technical notes for additional information.

Program 3 — Training is expiring — Cyclenotication.exe

e CYCLENOTIFICATION ACTIVITY EMAIL: Isset would create user activities and emails for overdue activities

e CYCLENOTIFICATION DAY S: Standalone Cycle Notification Days —number of days to be notified before
training expired.

e CYCLENOTIFICATION_TO MANAGER: Standalone Cycle Notification to Department Manager or Review
Group Administrator

* CYCLENOTIFICATION_USE JOBPLAN: Standalone Cycle Notification Use Job Planning or Prior Training.

Program 4 — Document is expiring — Documentexpiration.exe

e DOC_EXPIRATION_DAYS: If set, would notify the review group administrator that a document is expiring. For
example, if set to 30, a notification would be sent to the review group administrator 30 days in advance of a of the
document expiration date set in the document record. To activate this feature, the automatic
documentexpir ation.exe program must be scheduled to run on the application server. See below for instructions on
setting up automatic programs.

Step 2.

QSI Confidential Page 66 of 98



TMSWeb Technical Document
< Revision 6.1 sp2
L

TABLE OF CONTENTS

There are programs that can be scheduled to run on the server. These programs relate to
current unfinished activities. The programs are:

OverDueNotification.exe
ProActiveReview.exe
Cyclenotification.exe

Documentexpiration.exe

These programs are located under the TMS_Web/component directory. You can schedule to
run these programs as often as you like.

To schedule these programs to run automatically select services/control panel/scheduled
tasks. You will need to schedule each program separately by answering the questions to the
following screen prompts.

1. Select the Browse Button

Scheduled Task Wizard |

Llick the program you want "WWindows to mn.
To see more programs, click Browse.

Application | Wersion |;|
- Aeoessibility Wwizard 5.00.2195.65.. —

%Acrobat Agsigtant 5.0.0.0

Acrobat Distiler 5.0 5.0.000

L) Address Book E£.00.2800.11...

IZ‘] &dobe &crobat 5.0 5.0.0.200103...

=) Backup 5.00.2195.67...

) Derden Ml F72ca4n

< Back | et | Cancel |

2. Go to the TMS_Web/Components and look for overduenotification.exe or
proactivereview.exe
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Scheduled Task Wizard

Type a name for this task. The task name can be
the same name as the program rame

Pertorm this task:

& Daiy

 Weekly

" Monthiy

| " Ornetime only

™ When my compuler starts
 ‘when| Jog on

TMSWeb Technical Document

< Back I Mest> I

Cancel

3. Follow the prompts to schedule dates and time

Scheduled Task Wizard

Select the time and day you want this task to start

Stark time:
[ =

Pertarm this task:
(s Every Day
i Wweekdays

 Eveny 1 _,::' days
Start date:
8/13/2004 'I

< Back I Next > I

Cancel

4. Make sure you use a valid logon and password for execution

Scheduled Task Wizard

Enter the name and password of a user. The task will
run az if it were started by that user.

Enter the uzer name:
Enter the password:

LConfirm password:

< Back I Next > I

Cancel

5. Run the wizard for each of the programs.
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E1 Scheduled Tasks

File Edit Wiew Favorites Tools Advanced Help |

EBack + = - | @search [Foiders ¢4 | 05 05 ) w | EH-

Address I Scheduled Tasks j @GD
ZEP ] -
L
s ] ProfctiveR..,

Scheduled Tasks Task cation

OverDueMotification

Schedule:
Ak 6:27 AM every day, starting
8/27/2004

Mext Run Time: LI

£ 00 AR DM TnnA

|1 ohject(s) selected | A
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Check Out/In fails with Windows XP

When using Windows XP spl or later, when you attempt to check out a document, Error/Done with
yellow ! triangle will be displayed in lower left corner of browser window. This meansthat thereis no
Java machine installed to run the download applet.

Either Microsoft’s Virtual Machine or Sun’s Java Runtime Environment must be installed.

/3 TMS Web - Microsoft Internet Explorer =] 5

Fle Edt View Favorites Took Help | =
(DBack + ) - [x] 2] 0| Search - Favortes @ Meda £ | e L [0 < )
Address [{E] Mtp:/533r-svrtms

R~ |un>s B

1
TRAINING & DOCUMENT ‘ Empower

MANA_GEM ENT your managers

through
System

technology.

Cheok Dut

¥ Main Menu
My Activities
Document List

Document Search
Document Add

Notification

Reports
’ Management

Administration

? IMS Help

? Ahout TMS

& Dane [ 6 Trusted sites v
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If the yellow triangleis clicked, the following message window is displayed (click on show details)

=

Froblems with thiz “eb page might prewvent it fram being dizplaped properly
& of functioning properly. [n the future, pou can dizplay thiz messzage by
double-clicking the warning icon displayed in the status bar.

r Always dizplay thiz meszage when a page containg emrors.

Hide Details <<

I

Line: 11
Char: 7
Errar: 'filecontral' iz undefined
Code: [
LRL: http: #1933z /tmsAdocument_transfer. asp?0bject| D={30E44DA4B- ;I

Erevious {E1=H |

If JRE 1.4.2_04 or earlier, the user must key in their domain\user and password. JRE 1.4.2_05 does not
request the networking password.

Password Needed - Networking x|

Firemall: [933r-svrM 92 16310107
Realm: (9335w
Scheme: hasic
Llser name:
Fasswiord:
Yes Mo
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Thefirst time the download applet is loaded, the user is presented with one of these two messages. The
first isfor the Microsoft VM and the second is for Sun’s JRE.

Select the * Always trust...” checkbox and then *Yes® if presented this message

Security Warning

x|
Do wou want ta inztall and run 'Persitz Software

JOownload Applet” signed on 8421 /2002 9:38 P and
diztributed by

Perzitz Sofbware, nc.

Publizher authenticity venified by Thawte Server Ch

Caution: Perzite Software, [nc. agzerts that thiz content iz
zafe. “ou should only inztallfview this content iF pou st
Perzitz Software, Ine. to make that agzertion.

SIGHED wITH PERRISSIONS
Full Permizzions

T

[T Always trust content from Persits S oftware, Inc.

More Infao |

Select ‘Always' if presented this message and then ‘Yes' if presented this message
(JavaRuntime version 1.5.0_05 and earlier versions)
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Warning - Security X

Do ywaou want to trust the signed applet distributed by "Persits Software, Inc"?

Fuhlisher authenticity verified by: "Thawte Consulting cc"

| The security certificate was issued by a company that is trusted.

The security certificate has expired oris not yet valid.
il

Caution: "Fersits Software, Inc." asserts thatthis content is safe. Yaou shauld only
acceptthis content ifyou trust"FPersits Software, Inc" to make that asserian.

More Details
Yes Mo Always
Select Always trust... checkbox and then ‘Run’ if presented this message
(JavaRuntime version 1. 5.0 06)
Warning - Security E|
The application's digital signature has an error. Do you '
want to run the application? y SN

Name: filecontral
Publisher: Persits Software, Inc.

From: http:/frst-testsyr: 3030

[] &lways brust content From this publisher i

Run ] [ Cancel

II_'i ] The digital signature was generated with a brusted cartificate but has )
o/ expired or is ok wet walid More Information...
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After checking a document out (and document is transfer to the local drive), the edit button to
view this document does not work with Internet Explorer 6 spl and later. This is because
Microsoft added a ‘fix’ into IE6 somewhere within SP1 that disallows access to the local hard
drive when the connection is made to an Internet web site (Internet security zone). Intranet
web sites (Local intranet security zone) do not exhibit this problem. Per Microsoft, the site that
is being referenced must be added to the Trusted Sites zone within Internet Options.

In the security tab, add the site to the Trusted Sites zone by selecting Sites and adding the
web site.

Tools -> Internet Options ->Security Tab->Trusted sites->Sites

ernetopions @K

General  SECUrity ICDntent I Conneckions I Programs I .ﬁ.dvancedl

Select a Web content zone to specify its security settings,

Festricted
sikes

Trusted sites

This zone conkains Web sites that Sites. .. |
woll brust nok ko damage wour —
computer or data. Mo sites are in this zone.

—Security |evel For this zone

Custom

Cuskom settings,
- Ta change the settings, click Cuskam Lewel,
- To use the recommended settings, click Default Level.

Custom Lewel. .. | Cefaulk Level |

K I Cancel | Ay |
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ustedstes @]

‘fou can add and remove Web sites Fram this zone. Al Web sites
in this zone will use the zone's security settings.,

&dd this Web site to the zone:
[l

Web sites;
htbp: //195. 139,65, 84/ /tms

Bemove

| (=]
(=
=

[~ Require server verification (https:) for all sites in this zone

I I Zancel

Be sure to uncheck the ‘Require server verification...” checkbox. An error will display if

the box is checked or if HTTPS is used when the site is not using secure transfers the edit
button will not work.

Trusted sites |

Q Sites added to this zone must use the https: ) prefix, This prefix assures a secure connection,
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Once adocument has been checked out, the edit icon does not launch the document for editing. Click
on the editiconisignored. Thisisone of the many security enhancements introduced by sp2.

When a Web page is opened in Internet Explorer, Internet Explorer puts restrictions on what the page
can do, based on where that Web page came from: the Internet, alocal intranet server, atrusted site, and
so on. For example, pages on the Internet have stricter security restrictions than pages on a user’s local
intranet. Web pages on a user’ s computer are in the Local Machine security zone, where they have the
fewest security restrictions. This makes the Local Machine security zone a prime target for malicious
users. Zone Elevation Blocks makesit harder to get code to run in this zone. For more info see:
http://www.microsoft.com/technet/prodtechnol /winxppro/maintai n/sp2brows.mspx#X SL Tsection13912
1120120 and http://www.microsoft.com/technet/prodtechnol /winxppro/depl oy/sp2apcom.mspx

To allow a checked out document to be edited:

The Zone Elevation Blocking can to be turned off by editing the following registry key (this affects all
Zones):
HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t\ | nt er net
Expl or er\ Mai n\ Feat ur eCont r ol \ FEATURE_ZONE_ELEVATI O\\i expl or e. exe
1 - Enables the feature

0 - Disablesthe feature
Or the Zone L ockdown setting under for each security zone can be changed by setting the registry key
2101 from Disabled to Prompt or Allow. For example, to change the Local Machine Zone L ockdown
setting, you would change the key as follows:

HKEY_CURRENT_USER\Software\Micr osoft
\Windows\CurrentVersion\lnter net Settings\L ockdown_Zones\0

"2101"=dword:00000003 to Disabled
Default setting. No access to local machine with Internet Explorer
"2101"=dword:00000001 to Prompt

When a user attempts to open a document that has been checked out to their local machine, the
following prompt is displayed. Selecting Y eswill open the document.
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Security Warning

The current Web page is trying to open a file on your Computer.
Do you want to allow this?

Current site: rsk-a3l
File: C:\Temp'\{C877EBBZ-2CF9-4C3C-AADG-DB3FLC...

[ Y'eg ] | Mo i

YWharning: allovaing thiz can expose your computer to securty rsks. [f
wou dan't rust the current Web page, chooze Mo

"2101"=dword:00000000 to Allow

User will not be prompted and the document will open
To resolve thisissue complete the following:
Short Version:

Go to the registry editor
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\internet
Settings\Lockdown_Zones\0O

Left click on the O folder

On the right side of the screen find 2101 (toward the bottom) and double click on it
The value data should be a 3 — change it to a 1 and click OK

khkkhkkkkhkhkhkhkhkhkhhhhhhhhddhhhhdxhhdhdddhhxxx%x

Long Version:

Left click on START

Left click on RUN

In the pop up box type regedit and left click OK

The registry editor will appear find HKEY CURRENT_USER and left click on the “plus”
sign

Go down to SOFTWARE and left click on the “plus” sign

Go down to MICROSOFT and left click on the “plus” sign

Go down to WINDOWS and left click on the “plus” sign

Go down to CURRENTVERSION and left click on the “plus” sign
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Go down to INTERNET SETTINGS and left click on the “plus” sign

Go down to LOCKDOWN_ZONES and left click on the “plus” sign

Go down to the O folder and Left click on it

On the right side of the screen find 2101 (toward the bottom) and double click on it —a
box will appear (Edit DWORD Value)

The value data should be a 3 — change it to a 1 and click OK

When you go to edit adocument in TM S a pop up will tell you the program istrying to access
your C drive, do you want to give it permission —say YES
The security of your computer isnot reduced.

From Microsoft’s Application Compatibility Guide for XP SP2

=] ]

ZoneElevation.vbs ZoneElevationLocalMachine.vbs Zones.vbs  Zones.reg

Multiple TM SWeb sites can be setup on the same Web server. The only caveat isthat all siteswill share
the same COM+ objects. The setup of additional TMSWeb sitesisa MANUAL process and al updates
must be performed on each additional web site by copying the TMS_Web directory and all sub-
directories MANUALLY (except Documents directory).

1.

Copy TMS_Web directory to new directory (ie Second TMS Web) and delete all filesin the
document\conversion, document\current, document\del eted, document\history, document\publish
and document\revision.

Setup new database by copying TMS db as another name (ie Second TMS). Or contact our
office and we can provide a SQL backup of an empty database matching your version of
TMSWeb.

Setup udl for new db (copy tms5.udl and change db name) and change DB to new DB (ie Second
TMS).

Setup new virtua directory in [1S under default web site (2ndTMS). Ensure properties match the
original TMSWeb site.

Change TMSWeb.ini to include sections for both websites.
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Note: both the installpath and dsn of the initial TM SWeb installation must be in the [Config]
section.

[ Config]

I nstal | Pat h=C: \ TM5_Weéb\

DSN=Fi | e Nanme=C: \ W NNT\ TMS5. udl

Si gnat ur ePage=C. \ TM5_Web\ Conmponent s\ Bl ank. pdf

Si gnat ur ePat h=C: \ TM5_Web\ Conmponent s\ TM5_Si gnat ur e. exe
Hel per Pat h=C: \ TM5_Web\ Conmponent s\ AF_Hel pers. exe

[ RST- TESTSVR/ TVS/ |

I nst al | Pat h=C: \ TM5_Weéb\

DSN=Fi | e Nanme=C: \ W NNT\ TMS5. udl
Upl oadPat h=C: \ TM5_Weéb\ Upl oad\
BasePat h=C. \ TM5_Web\ WebRoot \
AppTi tl e=TM5 Wb

Ser ver Name=RST- TESTSVR
AppBase=/t s/

[ RST- TESTSVR/ 2ndTMS/ |

I nst al | Pat h=C: \ Second TM5_ Wb\

DSN=Fi | e Nanme=C: \ W NNT\ Second TMs5. udl
Upl oadPat h=C: \ Second TM5_Web\ Upl oad\
BasePat h=C. \ Second TM5_Web\ WebRoot \
AppTi tl e=Second TMS Wb

Ser ver Nanme=RST- TESTSVR

AppBase=/ 2ndTV5/

Setup a new directory under the TM S catalog in the Indexing Service and point to web
documents\publish directory

E Computer Management

=0] >

J ackion  Wiew |J o= | ||@

| »

Tree I Direckary | Alias | Include in Catalog |
EIE Indexing Service :I DC:'I,TMS_'-.-'-.-'EI:u'I,'-.-'-.-'el:uRu:u:ut'l,Du:u:uments'l,F‘uI:ulish Doc,.. Yes
{E] Swskem [ C:ygecond TMS_wWeb\webRoot\Documents'Publish Yes
L TS
e i ectaries
{27 Properties J
e @ Query the Catalog
-] web <

7. Updates present an additional issueasthe TMS Web directory must be copied over the

other TM SWeb sites EXCEPT for the Documents directory which will be unique for each
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web site. SQL scripts (located in TMS_ Web\Components\Scripts) will also need to berun
on additional databases (contact our officefor names of scriptsthat areto berun).

1) Logon to the Web Server with the TM SService account or local Administrator account.
In Control Panel, open Regional Settings, Date tab and change the short and long date
formats to the appropriate format. Set as Default (Windows 2000 on General tab,
W2003 on the Advanced tab).

2) Reboot the server.

3) Run Regedit and search the HKey_Users hive for the old short date format. If any are
found, change both sDateFormat and |DateFormat to the appropriate format. (Windows
2000 check .Default).

4) Reboot the server.
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Preferred method:

From any web application, to display the published version of a document, create alink on the web page
that references Document_DisplaybyName.asp and passes the document ID in the name parameter of
thelink. For example: To access document ABC located in TM SWeb you would use the following link.

http://servername/tms/document displaybyname.asp?name=ABC

In VB, create aweb-browser control on your form and use the navigate method using the url above.

Alternate M ethod:

This method requires that the documents publish directory must be shared on the web server (security
issue).

Create a connection to the TM'S SQL database, and issue this command to return arecord set containing
the information needed to retrieve a document:
Select dh.namef.filename,f.nativeext,d.iscurrentconverted from tbldocumenthead dh

Join thbldocument d on dh.doucmentheadid = d.documenthead

Join thifilef onf.fileid=d.fileid

Where dh.name="ABC’

The record set will contain four fields, name (ID) of the document, the guid of the filename, the native
extension and a flag specifying whether the document has been converted to pdf format. If
iscurrentconverted is false, then the native extension is the filename’ s extension otherwise the filename's
extension is .pdf.

For exampl e to access a document,

\\webservername\sharename\{ C66B553C-CDB0-4208-B068-4C833D6C912E} .xIs

If iscurrentconverted = true then it would be:

\\webservername\sharename\{ C66B553C-CDB0-4208-B068-4C833D6C912E} .pdf
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HTTP transfer with sockets = false (USE_SOCKETS=NO) has alimitation of about 30-35Megs,
because of the way client's Java Virtual Machine is handling a post request. It tries to cache entire
POST request (wholefile - all those Megs) in memory before sending it over to aserver. That memory
isclient's Java Memory which is around 90 Megs when Javais installed on a client's machine with
defaults. There are two parameters that adjust the memory for the client’s VM. Use the Java Plug-in
on Control Panel->Advanced Tab to adjust the Java Runtime Parameters.

http://java.sun.com/j2se/1.4/docs/tooldocs/win32/java.html

-Xmsn

Specify theinitial size, in bytes, of the memory allocation pool. This value must be a multiple of 1024 greater than
1MB. Append the letter k or K to indicate kilobytes, or m or M to indicate megabytes.

The default valueis 2MB.

Examples:
-Xms6291456
-Xms6144k
-Xmsbm
-Xmxn

Specify the maximum size, in bytes, of the memory allocation pool. This value must a multiple of 1024 greater than
2MB. Append the letter k or K to indicate kilobytes, or m or M to indicate megabytes.
The default value is 64MB.
Examples:
-Xmx83886080
-Xmx81920k
-Xmx80m

In testing —Xmx120m allowed atransfer of a60MB file

Using sockets =true (USE_SOCKETS=Y ES) on the other hand allows virtually unlimitted transfer size
because the bytes are sent in small chunks as soon as they are read from afile.

If the server name of the web server contains an underscore () or other special characters,
unpredictable results will occur when moving between the various pagesin TMSWeb. Some pages will
work fine and others will return an error. A dash (-) isavalid character in a server name.
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To remove the checkbox in Windows XP to “ Save this Password” when logging onto the application.

1. From the ‘Enter Network Password’ window, open Local Security Policy Manager under
Administrative tools.
2. Under Security Settings, under Local Policies, click on Security Options so the options appear in

the right hand pane.
3. Scroll down to Network access. Change radio button “Do not alow storage of credentials or setting” to enable.
Thiswill remove the checkbox from the 1S network logon window.

This function is used when you would like to change the document extension rather then deleting the
document and republishing. For example, you have added a word document that has numerous
relationships, and you would now like to republish as a excel spreadsheet or .rtf document without
losing the relationships.  Training and signature information is removed as they would be invalid for
this version of the document.

1. Writedown thefirst 5 or 6 characters of the assigned GUID. The best way to do thisisto hold the
cursor over any view document link. The GUID will be displayed in the status line on the lower right of
the browser window.

2. Manually Delete the files from the Web Server. Direct assessis required.

Delete the files (including matching pdf) from the following directories
TMS Web\webroot\documents\published
TMS_Web\webroot\documents\current

Noteif you use pdf conversion this should be atotal of 3 files.
2 inthe published
1in the current

3. View the document details (I iocn) in TMSWeb, select the General tab, select Edit button and
Browse to the new document. Clicking on the Save button will upload the new document and update the
native extension field for the document.
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The following error is displayed when Training Notifications should be displayed, either from the Menu
frame or Move to Current:

Thereisno row at position O.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for
more information about the error and where it originated in the code.

Exception Details: System.IndexOutOfRangeException: There is no row at position 0.

Source Error:

An unhandl ed exception was generated during the execution of the current web
request. Information regarding the origin and | ocation of the exception can be
identified using the exception stack trace bel ow

Stack Trace:

[IndexoutofRangeException: There is no row at position 0.]
System.Data.DataRowCollection.get_Item(Int32 index) +63
TMS.DBEngine.spr_getUserID(String name) in

C:\Projects\QSI\AF\webFiles\Includes\DBEngine.cs:243
TMS.Global.Session_Start(Object sender, EventArgs e) in

C:\Projects\QSI\AF\webFiles\Global.asax.cs:138
System.Web.SessionState.SessionStateModule.Raiseonstart(EventArgs e) +132
System.Web.SessionState.SessionStateModule.CompleteAcquireState() +514
System.Web.SessionState.SessionStateModule.BeginAcquirestate(Object source, EventArgs e,

AsyncCallback cb, Object extrabata) +697

66System.Web.AsyncEventExecutionStep.System.Web.HttpApp11'cat1'on+IExecut1'onStep.Execute()

+
System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean&

completedSynchronously) +173

Version Information: Microsoft .NET Framework Version:1.1.4322.2032; ASP.NET Version:1.1.4322.2032

Thisindicates that the user logged onto TM SWeb using aforward slash instead of a back slash between
the domain name and their username.
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o Install Windows 2003 Server

o Install Service Pack 1 for Windows 2003 Server.

o Configure server as Application server using the Configure Y our Server Wizard. Include
ASP.Net. Thiswill install I1S 6 and enable ASP.NET. OR use Add/Remove Windows
Componentsto add I1S 6, be sure to include ASP.NET...click Details once Application Server is
selected.

o Open IISManager. Click on the plus sign next to the server (local computer). Click on Web
Server Extensions. In the right pane, make sure that Active Server Pages, ASP.NET and Server
Side Includes are all enabled.

o RMC onthe server name (local Computer). Select properties. Select MIME types. Add .id to
thelist. Close IIS Manager and reopen and verify that .id isin the MIME types|list.

Note: Not Recommended

o Instal TMSWeb asnormal. After installing, open Component services, drill down until TMSis
visible in theright pane. Right click on COM+ Apps and select New Application. Usethe
Wizard to create an application called TMS — Server. Once created, expand TM S until the
components are in the right pane. Select Af_AdminOptions and Af_configoptions, right click
and select move. Move to the new application just created.

o Rightclickon TMS, select properties, select the activation tab and change to alibrary
application. The new application (TMS — Server) is aserver application.

o On both applications, right click and select properties. Select the security tab and uncheck
enforce access checks.

o Incomputer management, select Services and Applications->WMI Control-> right click for
properties->Security tab->expand Root-> click on CIMV 2 and and select the security button.
Add users or groups and set the remote enable.

o Give TMSWeb usersfull control of the Windows\Temp directory

o Install TMSWeb as normal.

o After rebooting the server after the installation completes, open Component Services, drill down
Component Servicesuntil TMS. RMC on TMS, select properties. On the Security tab, uncheck
‘Enforce access checks for this application’. Click OK and close Component Manager.
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o Incomputer management, select Services and Applications->WMI Control-> right click for
properties->Security tab->expand Root-> click on CIMV 2 and and select the security button.
Add users or groups and set the remote enable.

o Give TMSWeb usersfull control of the Windows\Temp directory

1) Access Denied (system management exception)

Run computer management, expand services & apps, select WMI Control, RMS for
properties, click security tab, expand root, click CIMV 2, click security button. Set Remote
Enable for TMS Users

2) Access Denied
Set security to modify on the Windows\Temp directory for Users Group

3) Access Denied
User ASPNet needsto 'Act as Part of OS' and 'Impersonate a client after authentication'.
Or could make it amember of the local admin group

4) Access Denied
Set Users Group to have modify security accessfor TMS_Web (and below) directory
Set ASPNet to have modify security access for the TMS Web (and below)

directory

5) JUpload reports evaluation copy message when uploading/downloading documents.

Add .ID to thelist of filetypesin 11S. In 1S Manager, RMC on the server name, select
properties, select the MIME button and add .id to thelist. Close|lS Manager and re-run to
verify ID isinlist.

6) File Converter failing to create components

TM SService account must be added to the Security default launch permission and access
permission. Run Component Services, drill down to My Computer, RMC on My Computer,
select properties, select Default COM Security tab,select edit default button for the access
permission, add the TM SService account with type of access-allow. Do the same for the launch
permission.

7) File Converter reporting DCOM errorsin the event log
Make sure the TM SService account is amember of the local admin group.
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1. Solutions 1:

0 Run Internet Information Services Manager, drill down to Default Web Sites,

o right Mouse Click (RMC) on Default Web Sites and select properties. On the service tab,
check the Run WWW servicein 11S5.0 isolation mode checkbox. Answer yesto the restart
11S popup.

o Drill down Web Sitesto TMS rmc on TMS and select properties. On the Virtual Directory
tab (should be default tab), change the Application Protection to Medium (Pooled).

2. Solution 2 (recommended):

o Create anew COM+ application (CRAXDRT). Assign the sameidentity asisused for TMS
application.

o Open the property pages for new application. Uncheck the Enforce Security Checks on the
Security tab.

o Expand CRAXDRT and click on Components. Use Windows Explorer and drag craxdrt.dll
(found in c:\program files\Seagate software\report designer) into the right pane of the
CRAXDRT components display (two objects should display)

See solution 2 above

Error received for regular (non webserver administrators) users running .net applications.

Server Error in'/TMS Application displays below when executing TM SWeb and selecting .net
functions.

Accessdenied
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Description: An unhandled exception occurred during the execution of the current web request. Please review the stack
trace for more information about the error and where it originated in the code.

Exception Details: System.Management.ManagementException: Access denied

Source Error:

Stack Trace:

An unhandl ed exception was generated during the execution of the current web
request. Information regarding the origin and |ocation of the exception can
be identified using the exception stack trace bel ow.

[ManagementException: Access denied

System.Manhagement.ManagementException.ThrowwithExtendedInfo(ManagementStatus
errorcode) +167
System.Management.ManagementScope.InitializeGuts(Object o) +580
System.Management.ManagementScope.Initialize() +201
System.Management.ManagementObjectSearcher.Initialize() +162
System.Management.ManagementObjectSearcher.Get() +40
TMS.Global.Session_Start(Object sender, EventArgs e) +98
System.Web.SessionState.SessionStateModule.CompleteAcquirestate() +525
System.Web.SessionState.SessionStateModule.BeginAcquiresState(Object source,
EventArgs e, AsyncCallback cb, Object extrabData) +698

System.Web.AsyncEventExecutionStep.System.web.HttpApplication+IExecutionStep.Execute(
) +66

System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean&
completedSynchronously) +173

To Correct:
Execute Computer Management,
Drill down Services and Applicationsto WMI Control.
Select WMI Control then RMC on WMI Control and select properties.
Select the security tab then the security button. Select “everyone group” then the
advanced button.
Select the “Allow Everyone” (Apply tois‘ This Namespace and subnamespaces').
Click the View/Edit button and click the ‘Remote Access' checkbox. Click “OK” to
close out of the property windows.
Close Computer Management

Error message on a Windows XP machine when “Training Notification” is selected:
Server Error in'/TMS Application.

QSI Confidential Page 88 of 98



TMSWeb Technical Document
TMS Revision 6.1 sp2

WEE
TABLE OF CONTENTS

RuntimeError

Description: An application error occurred on the server. The current custom error settings for this application prevent the details of
the application error from being viewed remotely (for security reasons). It could, however, be viewed by browsers running on the local
server machine.

Details: To enable the details of this specific error message to be viewable on remote machines, please create a <customErrors>
tag within a "web.config" configuration file located in the root directory of the current web application. This <customErrors> tag should
then have its "mode" attribute set to "Off".

<!-- web.config Configuration File -->

<configuration>
<system.web>
<customerrors mode="off"/>
</system.web>
</configuration>

Notes: The current error page you are seeing can be replaced by a custom error page by modifying the "defaultRedirect" attribute of
the application's <customErrors> configuration tag to point to a custom error page URL.

<!-- web.Config Configuration File -->

<configuration>
<system.web>
<customErrors mode="Remoteonly" defaultRedirect="mycustompage.htm"/>
</system.web>
</configuration>

OR

Error message on the SERVER when “Training Notification” is selected:
Server Error in'/TMS Application.

Access denied to 'c:\inetpub’. Failed to start monitoring file changes.
Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for
more information about the error and where it originated in the code.

Exception Details: System.Web.HttpException: Access denied to 'c:\inetpub'. Failed to start monitoring file changes.

Source Error:

An unhandl ed exception was generated during the execution of the current web
request. Information regarding the origin and |ocation of the exception can be
identified using the exception stack trace bel ow

Stack Trace:

[HttpException (0x80070005): Access denied to 'c:\inetpub'. Failed to start monitoring file
changes.]
Qvstem_wWeh _FilechanaesMonitar_FindbirectorvMonitor(Sstrina dir. Ronlean addTfNotFound.
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Boolean throwOnError) +527
System.Web.FileChangesMonitor.StartMonitoringPath(String alias, FileChangeEventHandler
callback) +477
System.Web.Caching.Cachebependency.Init(Boolean isPublic, Boolean isSensitive, String[]
filenamesArg, String[] cachekeysArg, CacheDependency dependency, DateTime utcStart) +1535
System.Web.Caching.Cachebependency..ctor(Boolean isSensitive, String[] filenames,
DateTime utcStart) +50
System.Web.Configuration.HttpConfigurationSystem.GetCachebependencies(Hashtable
cachedeps, DateTime utcStart) +151
System.Web.Configuration.HttpConfigurationSystem.ComposeConfig(String reqgPath,
IHttpMapPath configmap) +697
3System.Web.HttpContext.GetComp1eteCOnﬁgRecord(String regpath, IHttpMapPath configmap)
+434
System.Web.HttpContext.GetCompleteConfig() +48
System.Web.Httpcontext.GetConfig(String name) +195
System.Web.CustomErrors.GetSettings(HttpContext context, Boolean canThrow) +20
System.Web.HttpResponse.ReportRuntimeError(Exception e, Boolean canThrow) +40
; Syggem.Web.HttpRuntime.FinishRequest(HttpWorkerRequest wr, HttpContext context, Exception
e) +4

Version Information: Microsoft .NET Framework Version:1.1.4322.573; ASP.NET Version:1.1.4322.573

The user ASPNet does not have access to directory necessary for the ASPNet process to monitor certain
filesfor changes. Thefilesinclude:

Web.config files

Machine.config files

Filesin the Bin directory of an ASP.NET application

Cache dependency files
Assign the ASPNet the ability to read and list or consider assigning ASPNet to the local Administrators

group.

See http://support.microsoft.com/default.aspx?scid=kb;en-us;Q317955 for additional information regarding this
error.

User receives the following message box:

i Evaluation Software

=10] x|
@ Thiz verzion iz for evaluation purpozes only.
Thiz mezzage will not be displaved in the retail version.

OK |
Open Internet Services Manager
RMC on the server name (local Computer).
Select properties.
Select MIME types.

PONPE
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Select New button

Enter id in the extension textbox and Persits License Filein the MIMe Type...click OK
Click OK then Apply

Close I1S Manager

Reopen and verify that .id isin the MIME types list.

©WooN U

1. Overwrite the header.jpg that is located in the webroot\image directory with the picture you want.
This changes the graphic section of the header.

2. If you want to change the background fill (teal color) of the header, go to the banner.html pagein
Webroot. Open it with some type of html editor such as Front Page and change the color using the
standard fill tools.

3. After changing, you may have to delete the temporary filesin |E because some graphics are stored in
memory. (see below for directions)

In Internet Explorer select Tools/Internet Options and select the "delete files' button in the
section labeled "Temporary Internet Files'

This occurs because the word that is being search for existsin two files, the DOC and the PDF file. To
correct this:
1. Open Computer Manager
2. Expand Services and Applications
3. Expand Indexing Service
4. Expand TMS
5. Click on Directories
6. Double click on the directory listed in the right hand panel.
7. Change ‘Publish’ to ‘Current’ at the end of the Path display.
Thiswill cause theindex to be rebuilt.
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Minimizing the Training & Document Management logo at top of
TMSWeb pages

1. On the web server open up the default.asp located under TMS_Web/webroot.
2. Locate the following code:

<frameset rows="117*">
<frame name="frameBanner"

src="banner.html"
scrolling="no"
frameborder="no"
marginheight="0"
marginwidth="0"
yesresize>

3. Changethe“117” in frameset rowstoa*“0”

<frameset rows="0,*">

Internet Explorer Status Bar not displaying

The Status Bar can be enabled or disabled by:

+ Load Internet Explorer
» Click View -> Status Bar

Internet Explorer opens but document does not when editing a
checked out document.

After checking out a document, clicking on the edit button causes a blank browser window to
open. Clicking on the W icon in the browser opens the document and leaves the browser
window open.

This only occurs if the document is checked out by name and the name (ID) of the document
contains a # (the # is an indicator to the browser to position to a bookmark on the page).

Remove # from document name (ID) or revert back to checking out by GUIDs.
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View All Questions — Timeout Error

When clicking on View All Questions, a Timeout Error is displayed:

Setting the List Items Count >= 100 causes Question List page to return “Timeout Expired. The Timeout
period elasped prior to obtaining a connection from the pool...

DBEnNgine.cs line 477

QuestionList.dgLIst DataBound “

Solution --- set user’s List Items Count to 80 or less.
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Creating Hyperlinks With-in a PDF document

Qpen document
using full blomamn

Thiz process 15 done using adobe and not justthe viewer.

B8 Adobe Acrobal - [testing linking iin pdi.pdf]

SEASA M- E 1 e Qs - OO0OE - 1
DNa-F-% B-F/-£-B& BSUERT-

\ Step 2, Selectthe

hyperlink tool.

w
E“In WAV TIsW c|'||.|u| 190 G411 I||1q
= |

Link Properties

[ Stonatwes _cComments L Thumbress 4 Booimaris

Stepd.
Jse toal to highlight
area far inserting

hperlink, o
Type: |Goba Views -
s the] JVBTEE Al
page o M
Cpeen Fle
Riead Auticke
Foegat Form
T Y R e Fikd
Select the World Sound
Wide YWeh Link 4
Lel i o 1o v u| hiyperlink. |
Edit LIRL =]
Enter & LRL For this lnk:
1 )
steps, ||
YRe in yaur —
link, and e
select Ok
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Browse button on document add does not fill in File Name text
box

Clicking the OK button after selecting afile using the browse button from the document add screen does
not insert the file name into the File Name test box. The box remains blank.

Possible problem is the length of the complete file name (drive, directories and file name) istoo large.
Shorten filename and retry selecting the file again with the browse button.

Checking out a document a second time causes changes to be
lost

User checks out afile, editsthefile, savesit and checksit back in then checks it back out, the original
file (before the edit) is copied into the users edit directory. This occurs with Java 6.0 (tested through
Update 6)

Solution 1: use Javaversion 5 update 11 or later or close the browser before checking out the document
the second time.

Solution 2: Set the application option USE_SOCKETS=YES and use the AspUpload v3/0/0/6 and
JUpload/JDownload v2.3.0.3. Thisisbeing includedin 5.3.7 SP11(Updates) and 6.1 and later

Content search returns sqgl where clause error

This happens when the TM SWeb site has been moved from under the Default Website and the AppBase
parameter in TMS_Web.ini contains just aslash (/).

Solution: update to 5.3.7 SP11(Updates) and 6.1 and later and add alineto the TMS_Web.ini
ContentSearchCatalog=TM S
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Error Opening exported Report
x|

‘fou are akttempting ko open a file that was created in an earlier version of Microsoft OFfice. This file bype is blacked Fram opening in this wersion by
. wour registry policy setking,

After installing Office 2003 Service Pack 3, certain file types are blocked. See KB 938810 information
on how to unblock the blocked file types (http://support.microsoft.com/kb/938810). Setting needs to be
set to 45 (2D in hex). Execute (by clicking) on file below (unblockword.reg) will set the policy
appropriate for each work station.

UnblockWord.reg

Open Documents in Separate window (not inside browsers)

M SOffice Documents - Using Windows Explorer, uncheck browse in same window for documents
extension. Tools/Folder Options/File Types/Advanced tab - Uncheck “Browse in same window”.

PDF Documents — Using Adobe Reader or Acrobat, select Edit/Preferences/Internet - uncheck “Display
PDF in browser”.

Opening PPT files not in slideshow mode
Using the Folder Options tool to force PowerPoint files to open in PowerPoint and not the browser:

Open My Computer.

On the Tools menu (or the View menu), click Folder Options (or click Options).

Click the File Types tab.

In the Registered file types list, click "PPT Microsoft PowerPoint Presentation”, and then click
Advanced (or click Edit).

If you put a check next to "Confirm open after download", when the user clicks the link, they'll see a File
Download dialog box and will be able to choose Open, Save or Cancel.

"Browse in same window" controls whether the file opens in the same or a new window, for example,
when "Confirm open after download" is checked and the user clicks Open.

See http://support.microsoft.com/kb/q299824/ . This involves making edits to the registry. The usual
warnings apply. If you don't know what the usual warnings are, don't do this.

» Open the registry and browse to HKLM\Software\Classes\PowerPoint.Show.8
* Right click this and choose New, DWORD Value
 Name it BrowserFlags
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» Double click it to open it for editing
» Click Base: Hexadecimal

The value you assign here will depend on how you want your links to PPT files to behave when clicked:

 To open the file as a read-only file in Normal (edit) view in PowerPoint, set Value data to
a (lowercase letter A)

* To open the file in SlideShow view in PowerPoint, set Value data to 8

* To open the file in edit mode within the browser, set Value data to 1 (one). Note that only
limited editing is possible and that the behavior's a bit unpredictable if the user launches a
slide show from within this mode.

» To open the file in SlideShow view within the browser, set Value data to 0 (zero)

1) Copying a prior version of document from local cache instead of from the server to the user’s edit path
when document is checkout a second time within a browser session

There are FIVE options to resolve this issue:

1) install Java 1.5 (we have tested versions 9-14). Uninstall Java 1.6 first.

2) install Java 1.6 update 7 or 10, jar files dated 1-20-2008 (released with TMSWeb 6.1) and set the
TMSWeb Application Option USE_SOCKETS=YES

3) install Java 1.6 update 7 or 10, use jar files dated 6-16-2008 (available on request) and set the
TMSWeb Application Option USE_SOCKETS=NO

4) install Java 1.6 update 7 or 10, use the jar file from 1-20-2008 or 6-16-2008, set the TMSWeb
Application Option USE_SOCKETS=NO or YES and uncheck “Keep temporary files on my
computer” on Java control panel->general->Temporary Files settings

5) close the browser before checking out the same document more than once in a session

2) Update 10 fails to check out/in documents
On the Advanced tab in Java Control Panel, locate the Java Plug-in setting (new option). Expand it and

you should see “Enable the next-generation Java Plug-in". Uncheck this and restart your browser and
check out/in should work correctly.

If you are having problems with documents not displaying during content search you may want to re-
index your documents. The following outlines the steps for re-indexing. This operation is done from
the server and should be done overnight or over a weekend.

(RMC) designates Right Mouse Click
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1. Select Program/Administrator Tools/ Computer Management/Services &
Application/Indexing Services (RMC) select Stop.

2. Drill downto TM S under Indexing Services (RMC) on TMS and select All
Tasks. Select Empty Catalog

3. Select Indexing Services (RMC) Start

User logon fails after changing logon in Active Directory or
windows

After changing a users name/login in active directory (or Windows) and also in TM SWeb, the user can
not logon to TMSWeb. They are able to logon to Windows. The web server should be rebooted as 1S
is caching the user credentials
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